NuadopmManmnoHHana MaMATKA /I 00yJaroUIuXcs 1A pa3dMelleHUA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaxxabIM I'OJIOM MOJIOAEKHU B HHTEPpHETE CTAHOBUTHCA 60)'[]31].[6, a IIKOJIBHUKHW OJHHU 13
CaMbIX aKTUBHBIX I10JIb30BaTes el PYHeTa. Me;w:[y TEM, IIOMHUMO OTPOMHOTI'O KOJIMYECTBA
BOBMO)I(HOCTGI‘/JI, HUHTEPHET HECET U HpO6JIeMbI. dTa ImmaMmsaTKa AOJI>KHa IIOMOYb Tebe
6e30IacHO HaXOAHUTLCA B CE€TH.

KomnwvromepHsble supycwul

KommnbpioTepHBINI BUpPYyC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEDHBIX IPOrpPaMM,
OTJINYUTETLHOU OCOOEHHOCTHIO KOTOPOU SBJISIETCA CIOCOOHOCTh K Pa3MHOXKEHHIO. B
JIOTIOJIHEHNE K 3TOMY, BHUPYCHI MOTYT HOBPEJUTh WU TOJHOCTHIO YHUUTOXKUTH BCE
daistbl ¥ AaHHBIE, MOAKOHTPOJIPHBIE IIOJIB30BATEI0, OT HMEHU KOTOpPOro ObLia
3amyllleHa 3apak€HHasd MPOrpamMmMa, a TakKe NOBPeJIUTbh WJIN JlaKe YHUUTOXKUTH
OIEpallOHHYI0 cHUCTeMy cO BceMHu daillamMmu B 1ejoM. B OOJIBIIUHCTBE CIIydaeB
pacIpOCTpaHAITCA BUPYCHI Yepe3 NHTEPHET.

MeTo/1b1 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnosip3y#i coBpeMeHHbBIE OTEpalliOHHbIE CHCTEMBI, UMEIOIIE CEPhE3HBIH YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocTogHHO ycraHaBauBail madTu (IUQpPOBBIE 3aIUIATKU, KOTOPblE aBTOMATUYECKHU
YCTAaHABJIUBAIOTCA C IIeJIbI0 JIOPAOTKM IpOrpaMMbl) W JApyrue OOHOBJIEHUS CBOeu
oreparoHHON cucrtemMbl. CKaunBall UX TOJHKO ¢ OQUIIMATIBHOTO calTa pa3paboTUrKaA
OC. Ecsu cytiecTByeT pexkUM aBTOMAaTHUeCKOTO OOHOBJIEHU S, BKJIIOUHU €T0;

3. PaGoTaii Ha cBOeM KOMIIBIOTEpE 10| IPaBaMU I10JIb30BATEJA, & HE aIMUHUCTPATOPA.
ITO He TMO3BOJIUT GOJIBIIMHCTBY BPEIOHOCHBIX MIPOTPAMM WHCTAJTUPOBATHCS HA TBOEM
MIEPCOHAJIBHOM KOMIIBIOTEDE;

4. Mlcriosib3yli aHTUBUPYCHBIE IIPOTPAaMMHBIE ITPOIYKTHI U3BECTHBIX ITPOU3BOIUTENIEN, C
aBTOMAaTHUUYECKUM OOHOBJIeHHEM 0a3s;

5. Orpanuub puU3NUeCKU JOCTYI K KOMIIBIOTEPY JIJIs1 HOCTOPOHHUX JIUII;

6. Mcnosib3yil BHENTHUE HOCUTENU UH(MOPMAIUH, TaKue Kak ¢Jielika, JUCK Win (ai
13 UHTEPHETA, TOJIbKO U3 PO epeHHBIX UCTOUYHUKOB;

7. He oTkpbIBail koMnbloTepHble (Gailpl, TOJTyIeHHbIe U3 HEHAIEXKHBIX UCTOYHUKOB.
Jaxe Te ailapl, KOTOpbIE MPUCIAT TBOU 3HAKOMBIH. Jlyullle yTOUYHH Y HEro, OTIPAaBJISAI
JI1 OH Tebe Ux.

Cemu WI-FI

Wi-Fi - aT0 He BUJ mepefauu JIAHHBIX, HE TEXHOJIOTHsS, a BCETO JIUIIL OpeHJ, MapKa.
Eme B 1991 rojay HujepIaHACKas KOMIaHUsA 3apeructpupoBaia 6peny; « WECA», urto
obo3Hauaso ciaoBocodyetanue «Wireless Fidelity», koropwiii mnepeBomuTcs Kak
«0ecIpoBOIHAS TOUHOCTh».

Jlo Hamiero BpeMeHHU JolLIa Apyras ab0peBuaTypa, KOTOpas SBJAeTCA TaKOH ke
TexHoJsiornei. dto abopeBuartypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JJAHO C HAMEKOM Ha
CTaHJZIAapT BbICHINM 3ByKoBOM TexHuku Hi-Fi, 4To B mepeBojie 0O3HAUaeT «BBICOKas
TOYHOCTB».



Jla, GecriaTHBI MHTEPHET-AOCTYI B Kade, OTeNIsAX U adpPOIIOPTaxX SBJIAETCS OTIHYHOU
BO3MOJKHOCTBIO BBIXOZa B HHTepHeT. HO MHOrMe BOKCHEPTHI CUHUTAIOT, YTO
obmmenocrymnabie Wi-Fi cetu He sABIsAI0TCA 6€30MIaCHBIMH.

CoseTbl 110 0€3011aCHOCTH PaboTe B 00IIeA0CTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBow JjuuHyr uHpoOpManuio depe3 obOmemoctymubie Wi-Fi certu.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIU OCTYIIA, JOTUHBI U KaKUe-TO HOMepa;

2. Mcnosnp3yit 1 0OHOBJIAN aHTUBUPYCHBIE IIpOrpaMMbI U Opanamayep. Tem camMbIM ThI
obe3omnacuItb ceds OT 3aKaUYKH BUPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnosnszoBanuu Wi-Fi otrimoun ¢yHkiuio «O6muil goctyn k daiylam u
npuHTepam». JlaHHasA QYHKIUS 3aKphITa MO YMOJYAaHUIO, OJIHAKO HEKOTOPbIE
I0JIb30BATETN AKTUBHUPYIOT €€ /IS yI0OCTBA MCIIOIb30BaHUsA B paboTe niu yuebe;

4. He ucnonp3yit nyosmunsiii WI-FI g4 mepesiaum JIMUHBIX TAaHHBIX, HAIIpUMeEp JUJIA
BBIXO/Ia B COIJMAJIbHBIE CETU WUJIN B 3JIEKTPOHHYIO I10YTY;

5. Umosb3yit TosibKO 3ammuiieHHoe coequHenue dyepe3 HTTPS, a we HTTP, T.e. mpu
Habope Beb-aapeca BBOAU NMeHHO «https://»;

6. B wmoOwibHOM TenedoHe oTkaOUn GyHKOu «Ilogkimouenne k- Wi-Fi
aBTOMaTuuecku». He momyckail aBTOMaTHUeCKOTO MOAK/IIOUEHUs yCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero corsacus.

CoyuaavHble cemu

ComnuasibHbIE CEeTH aKTHBHO BXOJAT B HAIIy KU3Hb, MHOTHE JIIOAU pabOTAIOT U KUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLIAAP/] YEIOBEK, UTO SIBJISIETCS
OZIHOHI CeIbMOU BCEX >KHUTeJieH IUIaHeThbl. MHOrue I0JIb30BaTeJM HE MOHHMAIOT, 4TO
uHpopManus, pa3MellleHHass UMH B COIIMAJIbHBIX CETAX, MOXKET OBITh HalJieHAa WU
HCII0JIb30BaHa KEM YIOTHO, B TOM YHCJIe He 00s3aTeIbHO ¢ 0JIaruMy HaMePEeHUIMH.

OCHOBHBIE COBETHI IO 0€30IIaCHOCTHU B COIINAJIbHBIX CETAX:

1. OrpaHuYyb CHOUCOK Jipy3eil. ¥ TeOsA B APYy3bsIX He JO/IKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuinail cBow yacTHyIo ku3Hb. He ykaspiBail maposu, TesedoHBI, aapeca, AaTy
TBOETO POXJEHUA € [APYIYI0 JIMYHYI0 HHQOPMAIUIO. 3JIOYMBIIUJIEHHUKA MOTYT
HCIOJIb30BaTh JAa)ke WHQMOpPMAIMI0 O TOM, KaK Thl U TBOW POJAUTENH IUJIAHUPYETe
IIPOBECTU KAHUKYJIbI;

3. 3amnuInai CBO PEIyTalHIo - IEPKH €€ B UNCTOTE U 33a7laBail cebe BOIIPOC: XOTeJT ObI
ThI, YTOOBI JPYTHE TOJIH30BATEN BU/EIU, YTO THI 3arpyskaelib? [Toaymaii, mpex/ie yeM
YTO-TO OIIyOJTMKOBATh, HATIMCATD U 3aTPy3UTh;

4. Ecsin ThI TOBOPHIIB C JIIOJIBMU, KOTOPBIX He 3HAElllb, HE HCIIOJIb3YH CBOE peasbHOe
WM U IPYTYIO JINYHYI0 UHMOPMAIUU: UM, MECTO KUTEJIbCTBA, MeCTO yueObl U IIpoUee;

5. M36eraii pasmemenus ¢gororpaduii B UHTEpHETE, T/E T N300pa*keH Ha MECTHOCTH,
IO KOTOPOM MOKHO OIIPEJIEJTUTh TBOE MECTOIOJIOKEHUE;

6. IIpu perucrpamuu B COIMAIBHOU CETH HEOOXO0MMO HUCIIOIb30BaTh CJIOKHBIE ITAPOJIH,
cocrosiye u3 OykB U U@p U C KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 7151 conmasibHOM CeTH, MOYTHI M JAPYTHX CAUTOB HEOOXOIMIMO HCIIOJIb30BaTh PA3HBIE
maposia. Torga ecau Tebs B3JIOMAIOT, TO 3JIOYMBINIJIEHHUKH MOJIyYaT JAOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

JaexmpoHHble 0eHb2U

OIeKTPOHHbIE JIEHbI'M — 3TO OUYeHb YOOHBINM croco0 IIaTexked, OTHAKO CyIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT IIOJIYIUTh 3TU JIEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUINCH COBCEM HENABHO U MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He MPOIMCAHO MPO HUX B 3aKOHAX.

B Poccuu xe OHM (PYHKIMOHUPYIOT U O HHX YK€ IPOIHCAHO B 3aKOHe, IJle UX
pa3AendaT Ha HeCKOJIBKO BUJIOB - aHOHUMHBIE U He aHOHUMHbIe. PazHunia B ToM, 4TO
QaHOHUMHBIE - JTO Te, B KOTOPBIX paspelnaercsi IPOBOAUTH omepanuu 0Oe3
WJICHTU(UKAIIUY T10JIb30BaTesIsA, & B HEAHOHUMHBIX UJEeHTU(UKALUU I10Jb30BaTeJIA
ABJIsI€TCS 0053aTeIHHOM.

Taxoxke CJIeAYET pa3jindaThb 9JIEKTPOHHLbIE (I)I/IaTHbIe A€HbI' (paBHI)I ToCyaAapCTBEHHbBIM
Ba)IIOTaM) U SJIEKTPOHHbIE He(I)I/IaTHI)Ie A€HbI' (He PaBHBI TOCYAaPCTBEHHBIM Ba)IIOTaM).

OCHOBHBIE COBETHI 110 O€30IMaCHOM pa60Te C 9JIEKTPOHHBIMH J€HbI'aMM:

1. [IpuBszku K cueTy MOOWJIBbHBIN TesedOH. DTO camMblil yAOOHBIN U OBICTPHIN CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHbBIN Tesie)OH TOMOXKET, ecyiu 3a0y/iellb CBOM
IJIaTeXKHBIH MapoJib WK 3aii/Iellb Ha CAalT C HE3HAKOMOT'O YCTPOICTBA;

2. Hcmosib3yii omHOpa3oBbie maposin. Ilocie mepexojia Ha YCHUJIEHHYI0 aBTOPHU3AIUIO
Tebe y»Ke He OyZIeT yrposkaTh OMMACHOCTh KPajKK WJIM IepexBaTa IJIaTeKHOTO apoJis;

3. Beibepu ciokHBIN maposib. IlpectymmHUKamM OymeT He IPOCTO YTraJilaTh CJIOKHBINA
nmapoJsib. Haze’kHble aposii — 3TO MapoJik, KOTOPhIE COJlepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B cebOsl CTPOUHBbIE U MPOMHUCHBIE OYKBBI, ITUGPHl U HECKOJIBKO CHMBOJIOB,
TaKHe Kak 3HaK JIoJu1apa, GyHTa, BOCKJINIIATEIbHBIN 3HaK U T.11. Harpumep, StROng!;;

4. He BBOAM cBOU JIMUHBIE JaHHBIE HA CAliTaX, KOTOPHIM He JJOBEpsIENIb.
JdaeKkmpoHHaAA nouma

IJIEKTPOHHASA II0YTA — 3TO TEXHOJIOTHUS U MPEOCTaBsieMbIE €10 YCIYTH 110 MEPECHLIIKE
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COODIIIEHNM, KOTOPbIe PACIIPe/IeIAI0TCSA B KOMIIBIOTEPHOM
cetd. OOBIYHO OJJIEKTPOHHBIN IIOYTOBBIA SIIUK BBIIVIAAUT CJIEAYIOIMUM 0Opa3om:
UMsI_II0JIb30BaTe/ A @UMsI_oMeHa. Takyke KpoMe mepeiadyd MPOCTOT0 TEKCTa, HMEETCS
BO3MOXKHOCTb Ie€peJiaBaTh (DamIbI.

OcCHOBHBIE COBETHI 0 Oe30TacCHON paboTe ¢ 3JIEKTPOHHON ITOYTOM:

1. Hazo BIOpaTh IpaBUIbHBINM TOYTOBBIN cepBUC. B UHTepHETE ecTh OTPOMHBIN BBIOOD
OecryIaTHBIX MOUYTOBBIX CEPBHCOB, OJIHAKO JIYUIIlE JIOBEPATH T€M, KOTO 3HAaellb U KTO
TEPBBIN B PEUTUHTE;

2. He ykaspiBail B TUUHOU moute JIMuHy0 nHpopMarumo. Hanpumep, jydiiie BRIOpaTh
«MY3BIKQJIBHBIN__(aHaT@» WIN «pOK2013» BMecTO «TeMal3»;

3. Mcnosb3y#l ABYXATAMHYI0 aBTOPU3AIUI0. ITO KOT/Ia TIOMUMO IAapOJIs HY>KHO BBOJUTH
KO/I, IpUChLIaeMblil 110 SMS;



4. Bpibepu cJIOKHBIM maposib. I KaXk/Ioro IMOYTOBOTO SIIIUKA JOJIKEH OBITh CBOU
HaJIe>KHBINW, yCTOMUYUBBIU K B3JIOMY I1apOJib;

5. Ecsii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOU JIMUHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Mcrosnb3yil HECKOJBKO ITOYTOBBIX SAIIUKOB. IlepBBIN 711 YAaCTHOU IEPENmuCKU C
azpecaTaMu, KOTOPBIM ThI IOBepselIb. ITO 3JIEKTPOHHBIHN a/ipec He Ha/l0 UCIIOJIb30BaTh
IIpU perucTpanuu Ha Gpopymax u calrax;

7. He oTKpbIBail ¢aiiyibl U APYTHE BJIOKEHUS] B MUCHhMAX JlaKe €CIU OHU MPUIILIN OT
TBOUX Jipy3ei. JIydlle yTOUHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (aiibl;

8. Ilociie okoHUYaHWsA PabOTHI HA TMOYTOBOM CEPBUCE TEPE] 3aKPBITUEM BKJIAJKU C
caToM He 3a0y/Ib HAXKaTh Ha « BRIUTH».

KubepOysIMHT WK BUPTYaJIbHOE U3/I€BATEIHCTBO

KubepOyistmiHr — TIpecyieflOBaHWE COOOIEHUSIMU, COAEPKAIMUMHU OCKOpOJIEHUS,
arpeccuio, 3alyTHBaHUE;, XYJIUTAHCTBO; COIUAIBHOE OOWKOTHPOBAHUE C ITOMOIIBIO
Pa3JINYHBIX HTHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 10 60phbE ¢ KUOEPOYJIIMHTOM:

1. He Opocatics B 60M. JIydmuii crmoco6: IMOCOBETOBAThCS Kak ce0s BECTH W, €CJIU HET
TOTO, K KOMY MOXKHO 00OpaTUThCA, TO BHAUAJIE YCIOKOUThCA. Eciiu Thl HAUHEITb OTBEYaTh
OCKOpPOJIEHUSIMU HAa OCKOPOJIEHN A, TO TOJIBKO ellle O0JIbIlle pa30KKelllb KOH(PIIUKT;

2. YrpaBJisiii CBoed KuOeppeIyTamyei;

3. AHOHUMHOCTb B C€TH MHHMAas. CymeCTBYIOT CITIOCOOBI BBIACHUTDb, KTO CTOHUT 34
AHOHHUMHBIM aKKaYHTOM;

4. He cTouT BecTH XyJINTAHCKUU 00pa3 BUPTYaJIbHOU KU3HH. VIHTEpHET (PUKCUPYET BCe
TBOM JIEUCTBUS U COXPAHAET UX. YIAIUTD UX OyZleT KpaliHe 3aTPy/IHUTEIHHO;

5. Cobutro/1ait CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHuuHbI HeratuB. OpHOpa30Bble OCKOPOUTEIbHBIE COOOIIEHUS
JIy4diiie uirHopupoBath. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4aJabHOU CTa/iuu;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIEHUSMH, B COITAATbHBIX
CETSX eCTh BO3MOKHOCTh OJIOKUPOBKHU OTIIPABKU COODIIEHHH C OITPeIeIEHHBIX aJ[PECOB;

8. Ecim TBI cBUzerenb KubepOy/uimHra. TBou JieHiCTBUA: BBICTYIIUTh IPOTUB
Ipecjie/ioBaTesisd, NOKa3aTh €My, 4YTO €ro JIeHCTBUSA OLIEHHWBAIOTCS HETaTHUBHO,
MIO/AEPKATh JKEPTBY, KOTOPOU HyKHA IICUXOJOTUYECKAS IOMOIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpeccHBHOTO ITOBEJIEHUSA B CETH.

Moo6uavHblit meaedion

CoBpemenHble cMapTdOHBI U IUIAHIIETHI COZEpKaT B cebe BIIOJIHE B3POCJBIN
(pyHKIMOHAJN, U Temepb OHU MOTYT KOHKYPHUPOBaTh CO CTAI[MOHAPHBIMU
KoMnbioTepaMu. OZTHAKO, CPEJICTB 3AIUTHI JIJIs O/IOOHBIX YCTPOICTB MOKA OUEeHb MAJIo.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IIPOMCXOAUT He TaK MHTEHCUBHO, KaK JJIA
ITK, To ke camoe KacaeTcs U MOOMIBbHBIX IPUJIOKEHUH.



COBpeMeHHI)Ie MOOUJILHBIE 6pay3ep1>1 YKe IIpaKTHU4Y€CKH JOTHaJid HACTOJIbHBbIE
aHaJIOTU, OJJHAKO paClHIupeHHnue CI)YHKIII/IOHa)Ia BJIEUET 3a cOOOH 60)IbHIy10 CJIOKHOCTDb U
MEHBbIIYIO 3alllUIIIECHHOCTbD.

Z[a)IeKO He BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB)I€HI/IH, 3aKpPbIBAOIIHE€ KPUTHUYECKHE
YA3BUMOCTH JJIA CBOUX YCTpOfICTB.

OcCHOBHbBIE COBETHI JJLA 0e30ImacHOCTH MOOUJIBHOTO Te)Ie(l)OHaZ

1. Huduero He sABsAETCA MO-HACTOAIIEMY OecCIUIaTHBIM. By/ib OCTOpPOKEH, BeAb KOT/a
Tebe mpeziaraloT 6eCcIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHeE-TO ILJIaTHBIE

yCIIyTH;

2. Jlymaii, mpexjie ueM oTupaButh SMS, ¢oTo wiu Buzeo. Thl TOYHO 3HAEID, T/I€ OHU
OyZyT B KOHEUHOM UTOTE?

3. Heo6xo0/11M0 0OOHOBJIATH ONlEpAIIOHHYIO CUCTEMY TBOEro cMapT@oHa;
4. Vlcnosp3yii aHTUBUPYCHBIE IPOTPAMMBI /111 MOOWJIBHBIX TeJle()OHOB;

5. He sarpyxcaf/’l IIPUJIOKEHHNA OT HEM3BECTHOTI'O HCTOYHHKA, B€Ib OHU MOTIYT COAEPKATb
BPEAOHOCHOE IIPOrpaMMHO€E O6€CH€‘-I€HI/IG;

6. ITocsie TOTO Kak ThI BBIMJIEID C CAiTa, I/ie BBOAWJI JIMUHYIO WH(GOPMAIIUIO, 3aiIu B
HacTpoUKu Opaysepa u yaaau cookies;

7. HepI/IO,III/I‘-IeCKI/I HpOBepHI‘/JI KaKue IJIaTHbIE YCIIYTH aKTUBHPOBAHBI Ha TBOEM HOMEDPE;

8. JlaBaii cBOM HOMEp MOOMJILHOTO Tejie)OHA TOJILKO JIIO/ISIM, KOTOPBHIX Thl 3HAEIbh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth gomkeH OBITH BBIKJIIOUEH, KOTZAa ThI UM He IOJIb3yellbcsa. He 3a0biBait
WHOT/Ia TTPOBEPSATH 3TO.

Online uzput

CoBpeMeHHble OHJIAMH-UTPBl - 3TO KpacouyHble, 3aXBaTbIBAIOIINE pa3BJedYeHUs,
00beINHAIONINE COTHH THICAY YeJIOBEK 10 BceMy MUpPY. ITPOKH McCIeAyIOT JaHHBIA UM
MHp, O0WIAIOTCA APYT C JIPYTOM, BBINOJIHAIOT 33JIaHUs, CPA’KAIOTCA ¢ MOHCTpaMHU U
MOJIy9alOT OMNBIT. 3a YZOBOJBCTBHE OHU IUIATAT: IOKYHAIOT /JWCK, OIJIAYMBAIOT
abOHEMEHT WU IPUOOPeTAI0T KaKue-To OIIUH.

Bce 3Tu cpeacTBa UAYT Ha MOJJepKaHUE U pa3BUTHE UIPHI, a TaKKe Ha caMmy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPU3AI[UH, BBIITYCKAIOTCSA HOBbIE ITATYN
(rudpoBbIe 3aIUIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B I'IO]_IO6HI:>IX HUIrpax CTOUT OIlacaTbCA HE€ CTOJIBKO CBOHX COIIEPDHHKOB, CKOJIBKO KpaXXH
TBOETO I1ap0Jid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOpHU3all1U OOJIBIITMHCTBA HUrp.

OCHOBHBIE COBETHI 110 0E€30IIaCHOCTH TBOETO HUTPOBOI'0 aKKayHTa:

1. Ecsiu gpyroii urpok BezieT cebs1 II0X0 WK co3/1aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH
€T0 B CIIHCKE UTPOKOB;

2. Iloxkasyiica aAMHUHUCTpATOpaM WrPbl Ha IUJIOXO€ IIOBEJIEHUWE 5TOr0 UTPOKa,
’KeJIaTeJIbHO NMPUJIOKUTH KaKHe-TO JI0Ka3aTeIbCTBA B BU/IE CKPUHOB;



3. He ykasbiBaii nyHy0 nHGOPMAIHIO B Ipodaiiie Urpsi;
4. YBaxkail Ipyrux y9acTHUKOB I10 UTPE;

5. He ycranaBimBayi HeopumasbHble TAaTYN U MOJIBI;

6. Mcrosib3yli C103KHBIE U Pa3HBIE TAPOJIH;

7. Jlaxke BO BpeMs WUTpHl HE CTOUT OTKJIIOUATh aHTHUBUPYC. Iloka ThI WUrpaemib, TBOU
KOMIIBIOTED MOT'YT 3apa3UTh.

OUIIWHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOUW KpaskeH JleHer W JIOKYMEHTOB CETOAHS YK€ HUKOTO He YJIMBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBINLIEHHUKH IIEPEMECTHJINCh B MHTEPHET, U
MIPOIOJIKAIOT 3AaHUMAThCsI «JTIOOUMBIM» JIEJIOM.

Tak mosiBHIach HOBasi yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WJIX (QUIITUHT, TJIaBHAA 11€JTh
KOTOPOTO COCTOMT B TIOJIyUeHUH KOH(QUIEHIIMAIbHBIX JaHHBIX II0JIb30BaTEIeH —
JIOTUHOB ¥ napoJieii. Ha anrimiickoMm si3bike phishing unraercs kak ¢pummuHr (ot fishing
— pBIOHAs JI0BJIA, password — mapoJib).

OcHOBHBIE COBETHI 10 OOPBOE ¢ GUITUHTOM:

1. Cirtemn 3a CBOMM aKKayHTOM. Eciii ThI IIOJ03peBaelllb, YTO TBOs aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIUTh aJIMUHUCTPATOpaM pecypca
00 3TOM KaK MOKHO CKODee;

2. Hcmonp3yin Oe3omacHble BeO-CalThl, B TOM YHCJIE, HWHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Hcnonp3yit ciiokHbIe U pa3Hble maposau. Takum obpa3oM, ecau TeOs B3JIOMAIOT, TO
3JI0yMBITIIUIEHHUKH TIOJIyYaT JOCTYII TOJIBKO K OZJHOMY TBOEMY MPO(]UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Te6s B310Masiu, TO HEOOXOAUMO MIPEeAYIPESUTH BCEX CBOUMX 3HAKOMBIX, KOTOpbIE
nobaByieHbl y TeOsA B JIpy3bsX, O TOM, UTO TeOs B3JIOMaJI ¥, BO3MOXKHO, OT TBOETO
MMeHU OyJIeT pacchlIaThes CIIaM U CCHUJIKU Ha (ODUIITMHTOBBIE CAUTBHI;

5. YcraHoBH HajieskHbIN 11aposib (PIN) Ha MOOMIBHBIHN TeledOoH;
6. OTKJIIOYY cCOXpaHEHUeE MmapoJis B Opaysepe;

7. He oTkpsIBail ¢ailspl U Apyrue BJIOXKEHHUA B MHChMax JaKe eCId OHU IPUILIA OT
TBOUX Jipy3el. JIyullle yTOUHU Y HUX, OTIIPABJIA/IN JIU OHU Tebe 5Tu (haiiybl.

Iugposan penymauyusn

[Mudposas permyranus - 3T0 HeTaTUBHAA WX MO3UTUBHASA MHQOpMAaIus B ceTu o Tebe.
Kommpomerupyromas uHdopManus pasMellleHHas B UHTEPHETE MOXKET CepPbe3HBIM
00pa3oM OTpasuThCs Ha TBOeH peasbHOU ku3HU. «I{udpoBasa pemyranus» - 3T0 TBOU
UMUK, KOTOPBIU (popMmupyetcs n3 nHdopmanuu o Tebe B UHTEPHETE.

TBoe MecTO IKUTeNbCTBA, Y4eObl, TBOoe (HUHAHCOBOE IIOJIOKEHHE, OCODEHHOCTU
XapakTepa U paccKasbl 0 OJIM3KUX - BCe 3TO HaKaIJINBAeTCA B CETH.



MHorue MOAPOCTKY JIETKOMBICJIEHHO OTHOCSTCS K IMTyOJIMKAIMU JTUYHOH WHGOPMAIIUHU B
VIHTepHeTe, He TOHUMAsI BO3MOKHBIX ITOCJIE/ICTBUH. ThI ake HE CMOJKEIIb JIOTalaThCs
0 ToM, uTo ororpadusi, pa3MellleHHas 5 JIeT Ha3aJl, cTajia IPUUYNHON OTKa3a IPUHSATD
Tebs1 Ha paboTy.

KomMeHTapuu, pasmellneHue TBouxX ¢oTorpaduii W Apyrue JIeHCTBUS MOTYT He
HCUYE3HYTh Jla’Ke II0C/Ie TOTO, KaK Thl MX yJaIuIlb. Thl HE 3HAENIb, KTO COXPAHWJI 3TY
nHpopManuoo, Iomajaa JU OHAa B TOWUCKOBBIE CHUCTEMBI U COXpPAHWJIACh JIK OHA, a
TJIaBHOE: UTO MOAYMAIOT O Tebe OKpy»Kalolee JIIOJIN, KOTOPble HAUAYT U YBUSAT 3TO.
Haiit mHpOpMAIIUI0 MHOTO JIET CIIYCTS CMOJKET JIF000H - Kak U3 JOOPBIX MOOYKAEHUH,
TaK ¥ C HAMepeHUEeM MPUUNHUTH BpPe/. ITO MOKET OBITh KTO YTOHO.

OcHOBHBIE COBETHI T10 3aIuTe HU(GPOBOU peryTaIuu:

1. [Tomymai, mpekze yem 4TO-TO IIyOJIMKOBATh U TEpefaBaTh y ceOs B Ojore Wik B
COITMAJIbHOHU CETH;

2. B HacTpoiikax npodusis ycTaHOBU OTPAaHUYEHUSA Ha IIPOCMOTP TBOero npoduis U ero
COJIEP>KUMOTO, C/IeIal €T0 TOJBKO «JJIs JIpy3eii»;

3. He pasmemaii 1 He yKa3pIiBall HHGOPMAIHUIO, KOTOPAsA MOKET KOT0-JTH00 OCKOPOJISTH
WJIA OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE IIKOJBHUKUA - AKTHBHBIE II0JIb30BATEJH ITU(PPOBOTO IIPOCTPAHCTBA.
OJtHaKO aJIeKo He BCe 3HAIOT, YTO IMOJIb30BaHUE MHOTHUMU BO3MOXKHOCTSIMH II(GPOBOTO
Mupa TpebyeT coboieHNs IIPaB Ha UHTEJIEKTYaAIbHYI0 COOCTBEHHOCTD.

TepMUH «UHTEJUIEKTyaIbHAsA COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUAM
YyeJIOBEYECKOTO yMa, HAUMHAsA C HOBBIX H300peTeHUil U 3HAKOB, O0O3HAYAIOIIUX
COOCTBEHHOCTh HA IMPOJYKTHl U YCJIYTH , U 3aKaH4YMBasg KHUramu, ¢oTtorpadpusamu,
KUHODUIPMaMU U My3bIK&JIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKUeE IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEeHUA
HAyKH, JIUTEPATypPbl U UCKYyCCTBA. ABTOpPCKHE IpaBa BBICTYNAIOT B KauecTBe TapaHTUU
TOT0, YTO UHTEJJIEKTYAIbHBIN /TBOPYECKUH TPY] aBTOpa He OyZleT HAIIPaCHbBIM, JACT EMY
CIIpaBe//IUBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3ysIbTaTaX CBOEro TPYZAA, IMOJIyYUThb
HU3BECTHOCTH U Npu3HaHue. HUKTO 6e3 pa3pereHns aBTopa He MOKET BOCIIPOU3BOIUTD
ero IpousBefieHNe, PpacHpOCTPAHATh, IYyOJWYHO JE€MOHCTPUPOBATh, IPOJABATh,
UMIIOPTUPOBATh, IIyCKaTh B MPOKAT, IMyOJUYHO HCIOJHATH, IOKA3bIBATh/UCIIOJIHATH B
adupe wim pa3Mmeiars B IHTepHeTe.

Vcnosb30BaHUe «MHUPATCKOTO» IPOTPaMMHOr0 obeclieueHUus1 MOXKeT HPHUBECTH K
MHOTUM PUCKaM: OT IOT€PU AAHHBIX K TBOUM aKKayHTaM A0 OJIOKHPDOBKU TBOETO
YCTPOMCTBA, I7le YCTAaHOBJIEHHBIH He JierajyibHasA nporpaMmma. He cTouT Tak:ke 3a0bIBaTh,
YTO CYIIECTBYET JleTaJbHble U OecIaTHble IPOTPaMMbl, KOTOPBbIE MOKHO HAWTU B CETH.

O nopmaae

CereBUUOK.pd - TBOU IJIABHBIM COBETYMK B CETHU. 37eCh Thl MOXKEIb Y3HATh O
0e30TIaCHOCT B CETH IOHATHBIM M JOCTYIIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTUYECKOH CHTyallid OOpaTUTHCS 34 COBETOM. A TakKe INPHUHATH Yy4yacTHe B
KOHKYypCax U CTaTh CaMbIM ITU(MPOBBIM IPOKJAHUHOM !
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