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O manpas/sieHUU UHPOpMALITUU

MUHUCTEPCTBO OBPA30OBAHUA I HAYKHU POCCUNCKOI
OEAEPAIINI

IIMMCBMO
oT 14 masa 2018 roga N2 08-1184
O HanpasseHuu nHPOpManUunu

JlemaptaMeHT TOCYJAapCTBEHHOW TIOJIMTUKU B cdepe obmero obpa3oBaHUS
MunoOpHayku Poccum HampamiseT Uil cBefileHUsA pa3paboTaHHble BpemeHHOI
komuccueii CoBera ®eneparuu 10 Ppa3BUTUIO HWHQOPMAIMOHHOTO OOIIECTBA
MeTOAMYECKHEe PpeKOMEeHJalUANn O pa3MelleHuH Ha WHOOPMAIMOHHBIX CTEH/AX,
OGUIHMATBHBIX ~ UHTEPHET-CAaUTaX ¥  JPYruX  HMH(GOPMALMOHHBIX  pecypcax
00111e00pa30BaTeIbHBIX OPTaHU3AIUNl U OPraHOB, OCYIIECTBJIAIOIIUX YIIpaBJIeHUE B
chepe obpasoBaHusi, HHGOPMAITUK O OE30ITACHOM MOBEJIEHUN M HUCIOJIb30BaHUU CETHU
«HTEepHeT>.

Jupekrop lenapramenTa
A.E. ITerpos

MeToauueckue peKOMeH alnuu
0 pasMenleHUU HA MHPOPMAIMOHHBIX CTEHAAX, OPUITHATBHBIX
HMHTEPHET-caliTax u APyrux HH(POpMaIOHHBIX pecypcax
001IIe00pa3oBaTe/IbHbIX OPraHU3aui U OPraHoOB,
OCYIIIECTBJIAIOIIUX yIpaBjaeHue B cdhepe ooGpasoBaHuA,
nH@OpMaIU O 0€30IIACHOM ITOBEIEHUH U UCIOJIb30BAHUU CETHU
«AHTEepHET»

IkcrepramMu U wieHamu BpemenHoin komuccnu CoBera ®Demepanmuu MO Pas3BUTHIO
WH(GOPMAIIMOHHOTO OOIIECTBA B paMKaX BBIIIOJIHEHUS PEKOMEHJAIUI IapaMeHTCKUX
CIyIIaHUU «AKTyaJbHbIE BOIPOCHI obecreueHHss 0€30IaCHOCTH U Pa3BUTHs JeTed B
UH(GOPMAIIMOHHOM IIPOCTPAHCTBE», KOTOphle Ipouuiu B CoBere enepaniiu 17 anpess
2017 T., ObUTM pa3pabOTaHbl METOAUYECKHE PEKOMEHJAIMU O pa3MeIleHuH Ha
UHGOPMAIIMOHHBIX  CTEH/IaX, obUIUAbHBIX  WHTEPHET-CAUTaX W  JPYTHX
WH(POPMAIIMOHHBIX pecypcax o0Ieo0pa3oBaTeIbHBIX OpPTraHU3aliii U OPraHoB,
OCYIIECTBJIAIONINX yIpaBiieHue B chepe obOpazoBaHuA, WHGOPMAIUH O 0Oe30I1acHOM
MOBEJEHUN U HCIIOJIb30BaHUU ceTH «VIHTepHeT» (Zajee - MeTOJMYEeCKUe
PEKOMEHIAITHN ).

Meroauueckne peKOMEHJAIlM HallpaBJIeHbl Ha KauyeCTBEHHOE ITOBBIIIIEHHE YPOBHSA
nHGPOPMAIIMOHHON IeATEIPHOCTH 001e0bpa3oBaTeIbHBIX OpPraHU3aIluil U OPTaHOB,
OCYIIECTBJIAIONINX yIpaBiieHWe B cdepe 00pa3oBaHHsA, B YacTH WHOOPMHUPOBAHUSA
yJaluxcs, UX poauTesen (3aKOHHBIX IPeICTABUTENIEH) U TIeZJarOTHIYECKUX PAOOTHUKOB
00 OCHOBHBIX acreKTax HHQOPMAIOHHOU 0€30ITaCHOCTH.



MeToiyecKkrie peKOMeHAlNy I03BOJIAT 00IIeo0pa30BaTeIbHBIM OpPraHU3aluAM U
opraHaM, OCyIIeCTBJISIIOIINM yIIpaBjeHue B chepe 00pa3oBaHMs, aKTyaTU3UPOBATH yiKe
HCIOJIb3yeMble U pa3dMellleHHble MHPOPMAaIlMOHHBbIE MaTEPUAJIbl, TAK U MOATOTOBUTH UX
B CJIy4yae UX OTCYTCTBUS C yU€TOM JIyUIINX IPAKTUK U PeKOMeH/IaIui.

B pamkax MeTogUUeCKUX peKOMeHallui paccMaTpPUBAIOTCA CIlelyIoIyie UHCTPYMEHTHI:
1. ”H(POPMAIIUOHHbIE CTEH/IbI;
2. opurrasbHble NHTEPHET-PECYPCHI;

3. cpeacraa MacCOBOH I/IH(I)OpMaI_II/II/I (IHKO)IbeIe Ira3€Thbl, IIeJarorudyeCKkue nu3gaiuda u
Apyrue).

NHapopManinoOHHBIE CTEH/IbI

Ha undopManuoHHBIX cTeHZax B  00IIeoOpa3oBaTEIbHBIX  OpPraHU3aIMAX,
pacroyio’keHHbIX B ¢oiie yupexxJeHul U B KabUHeTaX, OCHAIEHHBIX I1ePCOHAIBHBIMU
ycTpolicTBaMH JijIsi BBIXOAA B ceTh «lVIHTepHeT», PpEeKOMeHAyeTcs pa3MeCcTUTh
“HQOpMallMOHHbIE TAMATKH, COJiep;Kall[ie OCHOBHBIE COBETHI II0 00ecrevdeHUIo
nHGOPMAMOHHON 0€30I1aCHOCTU y4YaIllUXCH.

B mpunokennn N21 K METOAUUYECKUM PEKOMEHAIUSM IIPeICTaBJIeH 00pa3el maMsaTKU
711 pa3MellleHus Ha MH(POPMAIUOHHBIX CTEH/IaX.

CpexacrBa maccoBo¥ HHpOpMaIu

B cpemcrtBax MaccoBoi wHGpOPMAIUHM, OPHEHTUPOBAaHHBIX Ha OO0yJaroIUXCH,
PEKOMEeH/IyeTCsI B TEUeHUH Y4eOHOTO rojia PeryJisipHO IyOJIMKOBaTh MHGOPMAIHOHHbIE
MaTepHaJIbl, IOCBAIIEHHbBIE OTAEIHPHBIM aclieKTaM WH(GOPMAIMOHHONU 0e30ITacHOCTH, a
TaK)Ke Pa3/IMYHbIE TAaMSITKU O0IIEro XxapakTepa.

B cpeacrBax MaccoBoil HHGOpMaNWU, OPUEHTUPOBAHHBIX Ha I€JaroTHYeCcKyI0
OOIIIeCTBEHHOCTb, PEKOMEH/yeTcs B TeUueHHUM KaJeHJapHOro Toja peryyspHO
my0sinKoBaTh MHGOPMAIMOHHBIE MaTepHUaJibl, MOCBAIEHHBbIE OTAEJIbHBIM aclleKTaM
MHGOPMAIIMOHHON 6e3omacHOCTH Kak HeCOBEPIIEHHOJIETHUX, TaK u
o0mreoOpa3oBaTeyIbHBIX OpPraHU3allUi, a TakXKe pas3JIN4YHble MaMATKH, 0030pbI
HOPMAaTHBHO-IIPABOBOTO  PEryJIMPOBaHUsA JIaHHOU cdepbl U uUHPOPMAIUIO O
aKTyaJIbHBIX MEPOIIPUATHAX U COOBITUAX B JAaHHOU cdepe.

B xonme mnpoBenenuss EnuHOoro ypoka 1o OesomacHocTH B ceTd «HTepHET»
PEKOMEHIyeTCs O0EeCIeYUTh BBIMMYCK TEMAaTHUYECKOTO BBIMTyCKA CPEACTBA MacCOBOU
nHopManuu JIMO0 cepuu MyOIUKAIINH, CPEJI KOTOPHIX PACCMOTPETh OPTaHU30BaHHbIE
MEPOIPUATHUS JJIsI OOydJalolmuXxcsi, WX pOJHuTeNedl (3aKOHHBIX TIPEACTABUTENIEN) WU
T1eJIarOTUYecKOy 00IIECTBEHHOCTH.

Odunuanpabsie THTEpHET-pecypcChI

OO61eo06pa3oBaTesIbHBIM OpraHU3AlUAM pPEKOMEHJIyeTcsi Ha CBOUX OQMUIIHATIBHBIX
VHTepHeT-pecypcax  obecrieyuth  (QYHKIIMOHUPOBAHHE  CAMOCTOATEJIBHOTO U
CIelIMaTu3UpOBaHHOTO paszzen «VHdpopmanuoHHass 6e30MacHOCTh», B paMKax
KOTOPOTO IIPEyCMOTPETh Pa3MellleHHe CyIeyolel nHpopMamm:



Paznen/moapasnen

dopmar
npeacTaBJIeHus
MaTepHuaJIoB

Conep:xxaHue MaTepuaJioB

JloxanpHbIE
HOPMAaTUBHBIC
chepe
MH(POPMAIIMOHHOMN
0€30MacHOCTH

00 yUJaIHIOIINXCS

aKThl B

obecrieuennst Kommm 10KyMEHTOB

B ¢popmare *PDF

Pa3mematorcss Komuu JTOKYMEHTOB, T.€.
CKAHMPOBAHHBIM BapUaHT JOKYMEHTa,
COOTBETCTBYIOIIMKA  TpeOOBaHUSIM K
napaMmerpam CKaHHPOBAHUSI.
Pa3smemarorcs JIOKYMEHTHI,
periiaMeHTHpyIOIME  OpraHu3alui0 U
paboTy C TEepCOHAIBHBIMU JaHHBIMH,
IUTaHBl MEPONPUATUH MO 00ecCreueHUI0
nH(}OpMaITMOHHOM 0€301acHOCTH
00y4aromuxcst u Apyrue.

HopmaTtusHoe
perylIupoBaHue

Konuun
JIOKYMEHTOB B
dbopmare *PDF

[TyOnuKyroTCsl akTyallbHBIE CBEICHUS 00
benepanbHbIX u pEruoHaIbHbIX
3aKOHaX, MUChbMax OPraHOB BIACTH U
Apyruc HOPMAaTHUBHO-IIPABOBLIC
JOKYMEHTBHI, periaMeHTHpYIOIIHe
obecrieyeHne UH(POPMALIMOHHOMN
0€30MacCHOCTH  HECOBEPUICHHOJIETHHX.
JlonmyckaeTcst BMECTO KON pa3MeniaTh
TUMNEPCChUIKM  HAa  COOTBETCTBYIOLIUE
JOKYMEHTBl ~ Ha  CalWTax  OpraHoB
rOCyJ1IapCTBEHHOM BJIACTH.

ITegarornueckum
paboTHHKaM

Teker Ha cTpaHuLe
caira Komnun
JIOKYMEHTOB B
dopmare *PDF

Pa3zmemarorcs
PCKOMCHAaIU nu
nHpopManus 0
MPOEKTax u
HaIpaBJIEHHBIX MTOBBIIIICHUE
MH(POPMAIIMOHHOMN IPaMOTHOCTH
MeJarornIeCcKuX pabOTHUKOB.

METONYECKUE
YKa3bIBaeTCs
MEpONPHUSITHSIX,
nporpammax,
Ha

OO0yuarommmcst

TekcT Ha cTpaHuile
cauTa

Pa3memaercs nH(pOpMaIMOHHAS
nmamaTka  (mpuwioxkenne — Ne2)  wm
YKa3bIBaeTCs uHpopManus 0
MEpOIPUATHSIX, HpOEKTax "
nporpamMmax, HaIlpaBJIEHHBIX Ha
MOBBIIIICHUE nH(pOpMaMOHHON
IPaMOTHOCTH 00Y4YarOLIHXCS.

Poautensm (3akoHHBIM
MIPEICTABUTEISIM)
00yJarmuxcs

Teker Ha cTpaHuLe
cairta

Pa3memaercs nH(pOpMaIMOHHAS
namsTka (mpustoxkerue Ne3).

Jlerckne  Oe3omacHbIC

TekcT Ha cTpaHuile

Pasmemaercs nHpopMmanus 0
peKOMeH,Z[yeMBIX K HCIIOJIB30BAHHUKO B




caiTsl caiita y4eOHOM Tporiecce 0e30MacHbIX caiiTax,
OaHHEPHI OE30MACHBIX JIETCKUX CAWTOB.

OpraHam, OCYIIeCTBJIAIONIUM yIIpaBjeHue B cepe oOpa3oBaHUs, PEKOMeHyeTcs Ha
cBoux odunuanbHelx  VHTEpHeT-pecypcax  obecneyuTbh  (GYHKIIMOHUPOBAHUE
CaMOCTOAITEJIPHOTO U CHelHaJIu3upoBaHHOro  paszaen  «MH@opmalmoHHas
6e30I1aCHOCTh», B paMKax KOTOPOIO IIpelyCMOTPEeTh pa3MellleHue cJeayrolnei
nHpopManuu:

IIprnoxenue NO1

ITamarka
JIJISI OOy4YaIoIHuXCcsa 00 MH(MPOPMAIIMOHHON 0€30IIaCHOCTH JAeTen

HEJIb34

1. Bcem moapsia coobmaTh cBOO YacTHYO MHGoOpManuio (HacTosIue uMsa, GaMuInio,
TesieOH, azpec, HOMeP IIKOJIbI, a Tak:Ke ¢GoTorpaduu CBOU, CBOEH CEMbBH U JIpy3€eii);

2. OTKpBIBaTh BJjOKEHHBIE (ANl 3JEKTPOHHOU IIOUTHI, KOIZa He 3Haellb
OTIIPABUTEJIH;

3. I'pybuth, mpuaupaThCs, OKa3bIBaTh /daBJeHHNE — BeCTU cebsl HEBEXKINBO U
arpeccuBHO;

4. He pacnopszkaiics geHbraMu TBOel ceMbu 0e3 paspellleHHs CTapIIux - Bcerjaa
cIpaimnBai poguTesnen;

5. He Bcrpeualica ¢ VHTepHeT-3HAKOMBIMH B peajbHOM KU3HU - IOCOBETYMCA CO
B3POCJIBIM, KOTOPOMY JIOBEPSEIIb.

OCTOPOXKHO

1. He Bce mumyt npasay. Yuraemsb o cebe HenpaBay B VHTEpHETE — cOO0OIIM 00 3TOM
CBOUM POJUTEJISIM WJIU OTIEKYHAM;

2. [IpuryamarT nepenuchlBaThCsl, UTPATh, 0OMEHUBATHCA - IIPOBEPD, HET JIU ITO/IBOXA;
3. HezakonHoe konupoBanue ¢aiioB B IHTepHETE - BOPOBCTBO;
4. Becerma pacckasbsiBail B3pOCJIBIM O TPOOJIEMax B CETH - OHU BCET/Ia IIOMOTYT;

5. I/ICHO)IBB}’ﬁ HaCTpOfIKH 06e30IMacHOCTH U IIPUBATHOCTH, yTOOBI HE IIOTEPATH CBOM
AKKAYHTBI B COLICETAX U IPYTUX IIOPTaIaX.

MOXKHO

1. YBakall Ipyrux IoJib30BaTesei;

2. [Tonb3yernibess THTEpHET-UCTOYHUKOM - JleJIall CChIIKY Ha HETO;
3. OTKpbIBa¥ TOJIBKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. O6H.IaTI>CH 3a IIOMOIIIbIO B3POCJIbIM - POANUTEIIN, OIIEKYHbI 1 aIMUHUCTPpAINA canToB
BcCerjga rioMoryT;




5. Ilpoiimu oOyueHme Ha caiiTte «CeTeBUUYOK» U TOJYYH MACHOPT LHU(PPOBOTO
rpakaHuHa!l

IIprnoxenue NO 2

HNuadopManmnoHHaa NaMATKA JAJIA O0YJYAIOIINXCA /1A pa3dMelle HUA
Ha opunuaabHbix THTEpHET-pecypcax

C KakIbIM TOZOM MOJIOZIEXKU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IIIKOJIbHUKH OHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesielr PyHera. Mex/ry TeM, IOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEDHET HeceT W IpoOJsieMbl. JTa IaMsTKa JOJDKHA MOMOYb Tebe
0e30IMacHO HaXOAUTHCA B CETH.

Komnbsromephuvle supycwl

KoMmbloTepHBIE BHpYyC - 95TO Pa3HOBUJHOCTh KOMIIBIOTEPHBIX IIPOTPAMM,
OTJIMYUTEIbHOU O0COOEHHOCTBI0O KOTOPOU ABJISIETCA CHOCOOHOCTh K pPa3MHOXKeHHI0. B
JIOTIOJITHEHUE K 3TOMY, BHUPYChI MOTYT TOBPEAUTH WU IOJHOCTHIO YHHUYTOXKUTH BCE
daiiyibl ¥ maHHBIE, MOAKOHTPOJIPHBIE IIOJIB30BATENI0, OT HWMEHU KOTOPOro ObLia
3amyleHa 3apak€éHHas IIpPOrpaMMa, a TakKKe IOBDEAUTh WIN JakKe YHUUYTOXKUTD
OIIEpAllIOHHYI0 CHUCTEMY CO BceMU (aiylaMu B I[€JIOM. B OGOJIBIIMHCTBE CIIy4daeB
PacCIpOCTPaHSIOTCA BUPYCHI YePe3 UHTEPHET.

MeTobI 3aIIUTHI OT BPEAOHOCHBIX IIPOTPAMM:

1. Mcnosnp3yit coBpeMeHHbIe ONepalliOHHbIE CUCTEMBI, IMEIOIIUe CEPhE3HBIN YPOBEHD
3alUTHI OT BPEJJOHOCHBIX IIPOI'PaMM;

2. IlocrossHHO ycTaHaBAWBal mautu (IU¢poBbIE 3aIIaTKU, KOTOPble aBTOMAaTHYECKU
yCTaHABJIMBAIOTCA C II€JIBI0 JOPAaOTKH IPOrpaMMbl) W Jpyrue OOHOBJIEHUS CBOEU
omnepanuoHHOU cucTeMbl. CKaunMBall UX TOJIBKO ¢ OQUITMATHLHOTO caiiTa pa3paboTIMKa
OC. Ecsm cy1iecTByeT pekUM aBTOMaTHUeCKOTO OOHOBJIEHUsI, BKJIIOUH €T0;

3. PabGotaii Ha cBOEM KOMIIBIOTEPE 11O/ IIpaBaMU I10JIb30BaTEJIA, 4 HE a/IMHUHUCTpPATOpPA.
ATO HE MO3BOJIUT 60]II>IIII/IHCTBy BPEAOHOCHBIX IIPpOrpaMM HHCTAJJIMPOBATbCA HA TBOEM
IIEPCOHAJIBHOM KOMIIBIOTEDPE;

4. Vlcrionib3yii aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOJIYKTHl N3BECTHHIX ITPOU3BOIUTENIEH, C
aBTOMaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub GU3NIECKUH JOCTYT K KOMITBIOTEPY JIJIs1 TOCTOPOHHUX JIUII;

6. cnosip3yll BHellIHUE HOCUTENIU UHPOPMAIUY, Takue Kak (Jielika, AUCK win ¢aiin
13 NHTEPHETA, TOJIbKO U3 IIpo(epeHHBIX HCTOYHUKOB;

7. He OoTKpBIBall KOMIBIOTEpHBIE (hAMIbI, MOJyUeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB.
Jaxke Te (paiyibl, KOTOPhIE IPUCIA TBOM 3HAKOMBIH. JIydllle yTOYHH Y HETO, OTIIPABJISII
JIU OH TeOe ux.

Cemu WI-FI

Wi-Fi - 5T0 He Buj, Nepefadyu JIaHHBIX, He TEXHOJIOTHs, a BCETO JIUIIb OpeH/l, MapKa.
Eme B 1991 roay HujepsaHJcKas KOMIIaHUA 3aperucrpupoBayia 6peny « WECA», uto



obo3Hauaso cioBocouetaHue «Wireless Fidelity», koTopbelii mepeBOAUTCS Kak
«BeCTIIpOBOIHAST TOYHOCTH».

Jlo Hamero BpeMeHHW JOIIIa Jipyras abOpeBwaTypa, KOTOpas SBJISIETCS TaKOU Ke
TexHosioruei. to abbpeBuarypa «Wi-Fi». Takoe HazBaHHe OBLIIO JaHO ¢ HAMEKOM Ha
CTaHAApT BBICIINN 3ByKOBOU TexHUKU Hi-Fi, 4To B mepeBojie O3HAYAET «BBICOKAS
TOUYHOCTD».

Jla, GecriaTHBIM MHTEPHET-IOCTYI B Kade, OTEeJISAX U adpPOIOPTaX ABJAETCA OTIUYHON
BO3MOXKHOCTHIO BBIXOZIa B UHTepHeT. HO MHOTHMEe BKCIEePThl CUUTAT, YTO
obmenoctrymnabie Wi-Fi ceTn He ABIAIOTCA 6€30IMaCHBIMH.

CoseTbl 110 O€3011aCHOCTH PaboTe B 00IIeA0CTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBolo JIMUHYI HHMOpMaIuio depe3 obiieaocTymabie Wi-Fi cerm.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH MAapPOJIU OCTYIIA, JIOTUHBI U KAKHE-TO HOMEpa;

2. Mcnosnb3yit 1 0OOHOBJISIN aHTUBUPYCHBIE IIPOrpaMMbI U Opanamayep. Tem cambIM Thbl
obe3omnacunib ceds OT 3aKaYKHU BUpyca Ha TBOE YCTPOKCTBO;

3. IIpu ucnosnwszoBanuu Wi-Fi otrimoun ¢yHkiuio «O6muil goctyn k daiyiam u
npuHTepaM». JlaHHasg QYHKOHMSA 3aKphiTa 10 YMOJYAHHUIO, OJHAKO HEKOTOPhIE
II0JIb30BATETN AKTUBHUPYIOT €€ /IS yI0OCTBA MCIIOIb30BaHUsA B paboTe niu yuebe;

4. He ucnonp3yit mybsmuasiii WI-FI 11 mepeiauu TUYIHBIX JAHHBIX, HAIPUMED JJIA
BBIXO/IA B COIHAJIBHBIE CETU UJIM B 3JIEKTPOHHYIO IIOUTY;

5. Umosb3y# TosibKO 3ammuiieHHoe coenuHeHue dyepe3 HTTPS, a we HTTP, T.e. mpu
Habope BeO-azipeca BBOAU UMeHHO «https://»;

6. B wmoOwibHOM TestedoHe OTKIOuUM GyHKNuoo «Ilogkimoyenme kK - Wi-Fi
aBToMaruyecku». He gomyckail aBTOMaTUUECKOTO HOJKIIOUEHHs YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

Coqua./lbubte cemu

CorrasibHbIEe CETU aKTUBHO BXOMST B HAIIy >KU3Hb, MHOTHE JIIOIU PA0OTAIOT U JKUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3aperucTpupoBaH MULIAAP/] YETIOBEK, UTO SIBJISIETCS
OZTHOM CcelbMOM BceX JKHUTeJeH IUIaHeTbl. MHOTHE I0JIb30BaTe I He MOHMMAIOT, YTO
uHpopMaIus, pa3MelleHHass UMH B COIMAJIBHBIX CETSIX, MOXKeT OBITh HaiifieHa |
HCII0JIb30BaHa K€M YTO/IHO, B TOM YFCJIE He 00513aTeIbHO ¢ 6J1arMMU HaMepPEHUsIMU.

OCHOBHBIE COBETHI 110 OE€30IIaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYyb CHUCOK JIpy3eil. ¥ Tebs B Apy3bsX He JOJIKHO OBITh CIyYallHBIX U
HE3HAKOMBIX JIIOZIEN;

2. 3amuiai cBow YacTHyI0 Ku3Hb. He ykaspIBail maposiu, TesedoHBI, aapeca, AaTy
TBOETO POXJEHUA M [JAPYIYyI0 JIAYHYI0 HHQOPMAIUIO. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIb30BaTh Jake MHGPOpPMAIUI0 O TOM, KaK Tbl U TBOW POAUTENU IUIAaHUDYyeTe
IIPOBECTU KAHUKYJIbI;

3. 3amuInai CBOI0 pPeIyTaIuio - IEPKU €€ B UNCTOTEe U 33/laBail cebe BOIPOC: XOTeJl ObI
TBI, YTOOBI APyTHeE M0JIH30BaTEIU BUEJIH, UTO ThI 3arpy:kaenisb? [Togymaii, npexae yem
YTO-TO OMYOJIMKOBATh, HAIIUCATH U 3aTPy3UTh;



4. Eciau Th1 TroBOpHUIIb C JIOAbMH, KOTOPBIX HE 3Hae€llb, HE I/ICHO]ILB}’ﬁ CBO€ peayIbHOE
HUMA U APYTYIO JIMYHYIO I/IH(I)OpMaI.II/II/II HMA, MECTO KHUTEJIbCTBA, MECTO yqe6b1 U 11pouee;

5. M36eraii pasmemienus ¢gororpaduii B IHTEpHETE, T/I€ THI N300paKeH HA MECTHOCTH,
IT0 KOTOPOM MOKHO OIIPEJIEJTUTHh TBOE MECTOIOJIOKEHUE;

6. ITpu perucrparnuu B COIUAIBHON CeTH HEOOXO0MMO HCII0JIb30BAaTh CJIOKHBIE TTAPOJIH,
cocrosiue u3 OyKB ¥ U@p U C KOJIMYECTBOM 3HAKOB HEe MeHee 8;

7. IJIsT coruasibHOU CETH, IMOUTHI U JIPYTHUX CAUTOB HEOOXOIMMO HCIIOJIb30BaTh Pa3HbIe
maposiu. Torga ecyim Tebs B3JIOMAOT, TO 3JI0YMBINIEHHUKH TOJIyYaT JAOCTYH TOJIBKO K
OTHOMY MECTY, a HEe BO BCe cpaay.

daexmpoHnHble 0eHb2U

OIeKTPOHHbIE JIEHBI'M — 3TO OUeHb yJIOOHBIN crocob IiaTexkei, OJHAKO CYIIEeCTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT HOJIYYUTh STH JEHBTH.

JJIEKTPOHHBIE JIEHBI'H MOSBUJINCH COBCEM HEIABHO U MMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He MPOIMCAHO MPO HUX B 3aKOHAX.

B Poccuu ke oHU (DYHKIIMOHHPYIOT U O HHX YK€ IIPOIMCAHO B 3aKOHE, TJle HUX
pa3aessaioT Ha HECKOJIPKO BHIOB - aHOHUMHbBIE U He aHOHUMHbBIe. Pa3zHuIia B TOM, 4TO
AaHOHMMHBIE - BTO Te, B KOTOPBIX paspelraeTcs IIPOBOAUTh olepanuu 0e3
UIeHTUDUKAIIUY TI0JIb30BaTENs, a B HEAHOHUMHBIX HAEeHTU(MUKAIIUKN I10JIH30BaTEIIA
SIBJISIETCS 00sI3aTETbHOM.

Taxoke cieflyeT pasjnyarh 3J€KTPOHHBbIEe (UaTHbIE JIeHbI'N (PaBHBI rOCY/IapCTBEHHBIM
BJIIOTaM) U JIEKTPOHHBIE HedHaTHbIE IeHbI'N (He PAaBHBI FOCYAAPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI IO Oe30macHON paboTe ¢ 371eKTPOHHBIMU IEHbraMu:

1. [IpuBszku K cueTy MOOWIbHBIN TesieOH. ITO caMbIil yIOOHBIM U OBICTPBIN CIIOCO0
BOCCTAaHOBUTH JIOCTYH K cueTy. [IpuBsA3aHHbBIN TesledOH TOMOXKET, ecyiu 3a0y/elllb CBOM
TUTATEXKHBIN MAapOJIb WJIN 3a/IENTh HA CAUT C HE3HAKOMOTO YCTPOUCTBA;

2. Hcnosnp3yit ogHOpa3oBble maposu. [locie mepexona Ha YCUJIEHHYIO aBTOPHU3AIIHI0
Tebe yke He OyZIeT yrpokaTh OMMACHOCTh KPaXKU WJIM IepeXBaTa MJIaTEKHOTO apoJIs;

3. BeiOepu cnokHbIN maposib. IlpectymHukam OymeT He IPOCTO YrajlaTh CIIOXKHBINA
nmapoJsib. HaziexkHple maposii — 3TO MapoJiv, KOTOPBIE COZlepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0S CTPOUHBIE W MPOMNHCHBIE OYKBBI, IUMPPHI U HECKOJIHBKO CHMBOJIOB,
TaKWe Kak 3HaK JIojuiapa, GyHTa, BOCKJINIIATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOM cBOM JIMUHBIE TaHHBIE HAa cAaliTaX, KOTOPHIM HE JJOBEPSIEIIb.
daekmpoHHa nouma

JJIEKTPOHHASA II0YTa — ATO TEXHOJIOTHS U MPEIOCTaBJIsIeMbIe €10 YCIYTH 110 MEPEChLIKE
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COODIIEHNM, KOTOPbIe PACIIPE/IeIAI0TCSA B KOMIBIOTEPHOM
cetd. OOBIYHO OJJIEKTPOHHBIN IIOUTOBBIA SIIUK BBIIVIAAUT CIEAYIOIMAM 00pa3oM:
UMsI_TI0JIb30BATE A @UMsI_oMeHa. Takyke KpoMe mepelady MPOCTOTO TEKCTa, MMEETCS
BO3MOXKHOCTb IepeJiaBaTh (DamIbl.

OcCHOBHBIE COBETHI 110 OE30I1aCHOM paboTe ¢ 3JIEKTPOHHOM ITOYTOM:



1. Hago BIOpaTh mMpaBUJIBHBIA ITOYTOBBIN cepBUC. B HHTEpHETE €CTh OTPOMHBIN BBIOOD
OecryIaTHBIX TMOUYTOBBIX CEPBHCOB, OJTHAKO JIyUIlle JIOBEPATHh T€M, KOTO 3HAEIIb W KTO
MEPBBIN B PEUTHHTE;

2. He ykaspiBail B JJUUYHOU mouTe JIMYHYIO HHpopMarum. Hampumep, jrydiiie BhIOpaTh
«MY3bIKQJIbHBIV_ (paHAT@» WU «POK2013» BMecTO «TeMal3»;

3. Mcrosp3y# IByXATAITHYI0 aBTOPU3AIHI0. DTO KOT/Ia IOMHUMO I1apoJisi HYy>KHO BBOJUTH
KO/I, IpUChLIaeMblil 110 SMS;

4. Bpibepu CJIOKHBIN Maposib. I KaKOTO IOYTOBOTO SAIIUKA JIOJKEH OBITh CBOU
HaJIe>KHBINU, YyCTOMYUBBIU K B3JIOMY I1apOJib;

5. Ecsii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOU JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnb3yil HECKOJIBKO IOYTOBBIX ANIUKOB. llepBbIM 711 YacTHOU NEpenucKu C
azjpecaTamMu, KOTOPBIM ThI IOBEPSAEIIb. DTO SJIEKTPOHHBIN aJipec He HAJI0 UCII0JIb30BaTh
IIpU perucTpanuy Ha popymax u calrax;

7. He oTkpbIBail aiiyibl U Jpyrue BJIOXKEHUS B MHChbMaX JlasKe eCcJIM OHU HPUIILUIN OT
TBOUX JIpy3ei. JIydlle yTOUHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (aiibl;

8. Tlocne okoHuaHus pabOTHI HA IOYTOBOM CEPBHICE IE€pe] 3aKPHITHUEM BKJIAJIKU C
caiiToM He 3a0y/Ib HAXKaTh Ha « BEIUTH».

Kubepoy.aaune uru supmyansHoe u3desamenbcmaeo

KubepOy/UTMHT — TIpecjieJIoBaHHE COOOIEHUsMH, COAEPIKAIIMMHU OCKOpOJIeHu s,
arpeccuio, 3aIlyTUBaHWE; XYJIUTAHCTBO; COIIMAJIbHOE OOWKOTHDOBAHHE C ITOMOIIIBIO
Pa3IUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 0 60phbE ¢ KUOEPOYJIIMHTOM

1. He 6pocaticst B 60i. JIydimuii cmoco6: IMOCOBETOBAThCS KakK ce0s BECTHU U, €CJIU HET
TOTO, K KOMY MOKHO OOPaTHUThCSA, TO BHAUAJIE YCIIOKOUTHCA. ECIv Thl HAUHEITh OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUA, TO TOJIBKO ellle O0JIbIlle pa30KKelllb KOH(IIUKT;

2. YpaBJisiii CBoed KHOeppeIyTamyei;

3. AHOHMMHOCTb B CE€TH MHHMAas. CYH.IGCTBYIOT CITIOCOOBI BBIACHUTDb, KTO CTOHUT 3a
AHOHHUMHBIM aKKaYHTOM;

4. He cTouT BecTH XyJINTAaHCKUU 00pa3 BUPTYaJIbHOU KU3HH. VIHTEpHET (PUKCUPYET BCe
TBOM JIEUCTBUS U COXPAHAET UX. YIAIUTD UX OyZleT KpaliHe 3aTPy/IHUTEIHHO;

5. Cobutioziaii cCBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit emuHUYHBIA HeratuB. OpHOpa30Bble OCKOPOUTEIbHBIE COOOIIEHUS
Jiy4diiie irHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4aJbHOU CTa/iuu;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COITAATbHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKH COODIIEHHH C OITPe/IeIEHHBIX aJ[PECOB;

8. Ecim 1B cBuzerenb KubepOysuimHra. TBou JeHCTBUA: BBICTYIIUTh IPOTUB
mpecjie/ioBaTesisd, NOKa3aTh €My, 4YTO €ro JIeHMCTBHS OIeHUBAIOTCA HEraTUBHO,



IIoaaepzKaTh >KEPTBY, KOTOpOﬁ HY?KHA IICUXO0JIOTH4YeCKad ITIOMOIIb, COO6H.II/ITI> B3POCJ/IbIM
0} (l)aKTe arpeCCUuBHOTIO IIOBEAECHUA B CE€TH.

Mob6uavHblit meaedon

CoBpemeHHble cMapT¢OHBI U IUIAHINETHI COZlep:KaT B cebe BIIOJIHE B3POCJIBIN
(yHKIIMOHA, ¥ Temepb OHHU MOTYT KOHKYPHPOBaThb €O CTallMOHAPHBIMH
KoMIbioTepaMu. OHAKO, CPEJICTB 3aIUTHI JIJIS TIOJTOOHBIX YCTPOMCTB MOKa OYEHb MaJIO.
TecTUpOBaHUE U TIOKWCK YA3BUMOCTEH B HUX ITPOUCXO/IUT He TaK WHTEHCUBHO, KaK JJIS
ITK, To ke caMoe KacaeTcss U MOOMIbHBIX ITPUJIOKEHUH.

CoBpemMeHHbIE MOOWIbHBIE Opay3epbl YK€ IIPAaKTHYECKH JOTHAJIHM HACTOJIbHBIE
aHaJIOTH, OJTHAKO paclIpeHre (PyHKIIMOHAIA BIeUeT 3a cOO0H OOJIBIIYIO CJI0KHOCTh U
MEHBIITYIO 3aITUIIEHHOCTb.

Z[a)IeKO HeE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB)I€HI/IH, 3aKpbIBalOIIe€ KPUTHUYECKUE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHbBIE COBETHI JJLA 0e30ImacHOCTH MOOUJIBHOTO Te)Ie(l)OHaZ

1. Hudero He sABJsAETCA MO-HACTOAIIEMY OeCIIaTHBIM. By/ib OCTOpPOKEH, BeAb KOT/a
Tebe mpejtaraloT OecIIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHE-TO IIATHBIE

YCIyTH;

2. Jlymaii, mpexjie uem otapaButh SMS, ¢oTo wiu Buzeo. Thl TOYHO 3HAEITD, T/IE OHU
OyZyT B KOHEUHOM UTOTE?

3. HeoO6xomumo 0OHOBJISTH OIEPAIIIOHHYIO0 CUCTEMY TBOETO CMapT(OHa;

4. Vicnosp3yil aHTUBUPYCHBIE IPOTPAMMBI /1J11 MOOWJIBHBIX TeJle(pOHOB;

5. He sarpyxcai/’l IIPUJIOKEHHA OT HEM3BECTHOT'O NCTOYHHUKA, BEAb OHHU MOTIYT COAEPKATb
Bp€AOHOCHOE IIpOrpaMMHO€E o6ecnequI/Ie;

6. ITocsie TOTO Kak ThI BBIMJIEIID C CAlTa, I/ie BBOJAWII JIMUHYIO HHGOPMAIHIO, 3aiIu B
HacTpoUKu Opaysepa U yaasu cookies;

7. HepI/IO,III/I‘-IeCKI/I HpOBepHI‘/JI KaKue IJIaTHbIE YCIIYTH aKTUBHPOBAHBI Ha TBOEM HOMEDPE,;

8. JlaBaii cBoli HOMep MOOMIBHOTO TesjedoHa TOJIBKO JIIO/IsIM, KOTOPBIX THI 3HAellb U
KOMY JIOBEpSIEIb;

9. Bluetooth momkeH OBITH BBIKJIIOUEH, KOTZa ThI UM He IOJIb3yellbcsa. He 3a0biBait
WHOT/Ia IIPOBEPSATH 3TO.

Online uzput

CoBpeMeHHble OHJIAMH-UTPHl - 5TO KPACOYHbBIE, 3axXBaTHIBAIOLINE pa3BJIeueHus,
00beIMHAIONINE COTHU THICSAY YeJIOBEK 10 BceMy MUpY. Irpoku ucciieayIoT JaHHBINH UM
MHp, OOIIAIOTCA APYT € JIPYTOM, BBITIOJIHAIOT 3aJjaHUs, CPa’KaloTCA ¢ MOHCTPaAMHU U
IIOJIy4aloT OIBIT. 3a YZAOBOJIBCTBHE OHHU IUIATAT: IIOKYNAKT JAUCK, OIUIAaYUBAIOT
abOHEMEHT WY IPUOOPeTAI0T KaKue-To OIIUH.

Bce 3Tm cpencTBa MAYT Ha MOJJEp)KaHWE W pPA3BUTHE WIPHI, a TaKKe Ha caMmy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPHU3AIHH, BBIITYCKAIOTCS HOBBIE TTATUYH
(rmudpoBbIe 3aIUIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.



B HO,IIO6HI)IX Urpax CTOHT OIlaCaTbCA HE CTOJIBKO CBOHX COIIEPHHUKOB, CKOJIbBKO KpaXXH
TBOETO I1ap0Jid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOpU3all1uU OOJIBIITMHCTBA HUrp.

OCHOBHBIE COBETHI 110 OE€30IIaCHOCTH TBOETO HUTPOBOI'0 aKKayHTa:

1. Ecsiu pyroii urpok BezieT cebs1 II0X0 WK cO3/1aeT Tebe HeMPUATHOCTH, 3a0JI0KUPYH
€T0 B CIIHCKE UTPOKOB;

2. Tlokasyiica aAMUHUCTpATOpaM WrpPbl Ha IJIOXOe IIOBEJIEHHE STOr0 UIPOKa,
JKeJIaTeJIbHO NMPUJIOKUTH KaKHe-TO JI0Ka3aTeIbCTBA B BU/IE CKPUHOB;

3. He ykaspiBaii inuHyo nHopmaIuio B npodarie Urpshl,
4. YBakall Ipyrux Y4aCTHHUKOB II0 UTPE;

5. He ycranaBiinBai HeouIuaJIbHbIE TATYU U MOJIBI;

6. Mcnosib3yli cj10:KHbBIE U Pa3HbIE TAPOJIN;

7. ,Z[axce BO BpEMsA HUI'Dbl HE CTOUT OTKJIIOUATb aHTUBUPYC. IIoka TBI HI'paelib, TBOU
KOMIIBIOTED MOTYT 3apPa3UTh.

duwuH2 uau Kpayca AUHHbBIX OaHHbLX

OOBIUHOH Kpa)l(efl A€HEr U JOKYMEHTOB CE€roHd YK€ HHKOIro He€ yJAUuBHIIIb, HO C
Pa3BUTUEM I/IHTepHeT-TeXHO)IOI’I/II‘/JI 3JIOYMbBIIIIVIECHHUKH IIEPEMECTU/INCh B MHTEPHET, U
IIPpOAOJIZKAIOT 3aHUMATbCA «JIFOOUMBIM » A€JIOM.

Tak mosiBUIaCh HOBAs yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WIN (DUIITUHT, TJIaBHAS 1I€JIb
KOTOPOTO COCTOMT B IOJYYeHUU KOH(UJIEHINAJTbHBIX JAHHBIX I10Jb30BaTeNIed —
JIOTMHOB U napoJiei. Ha anrymiickom s3bike phishing ynraercs kak ¢pummuar (ot fishing
— pbIOHas JI0BJIsL, password — 1apoJib).

OcCHOBHBIE COBETHI 10 OOPHOE ¢ PUIITHUHTOM:

1. Cimegu 3a CBOMM aKKayHTOM. Eciu ThI IOJ0O3peBaelllb, YTO TBOsS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKHPOBATh €€ 1 COOOIIUTh afMHUHHCTPAaTOpaM pecypca
00 5TOM KaK MOKHO CKOPeE€;

2. I/ICHO)ILB}’ﬁ Oe30IacHbIE Be6-CafITbI, B TOM 4YHCJIE€, HWHTEPpHET-MAarasuHOB H
IIOMCKOBBIX CUCTEM;

3. Hcnosp3yii ciiokHBIE U pa3Hble mapoyd. Takum obOpa3om, ecu TeOs B3JIOMAIOT, TO
3JIOYMBINIVIEHHUKH TIOJIyUYaT JIOCTYIl TOJIBKO K OTHOMY TBOEMY IPO(]IIIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebs1 B3/10Mas, TO HEOOXOAUMO TIPETYTIIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
nmo0aByieHbI y TeOST B JIPY3bSX, O TOM, UTO TeDs B3JIOMAJM M, BO3MOKHO, OT TBOETO
UMeHU OyZleT pacchlIaThCs CIlaM M CChIKHM Ha (DUIITMHTOBBIE CANTHI;

5. YcraHoBH HaJiexkHbIN 11apoJib (PIN) Ha MOOMIBHBIH TeedOH;
6. OTKJIIOUM cOXpaHeHHUe MMapoJis B Opays3epe;

7. He oTKpbIBail aiiyibl U APYTHe BJIOKEHUS B MUCHhMAX JlaKe €CIU OHU IPUIILIN OT
TBOUX Jipy3el. JIydlle yTOUHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TH (haiiIbl.



Iugposan penymauyusn

[MudpoBas pemnyTaius - 3T0 HETaTUBHAs WIN IO3UTHUBHAA UHQOpMaIus B ceTu o Tebe.
Komnpomerupyromniasa uHadopmanus pasMellleHHas B WHTEpPHETe MOKET CepPhe3HBIM
00pa3oM OTpas3uThCA Ha TBOEU peaysibHOU Ku3HU. «[ludpoBas pemyranus» - 3TO TBOU
UMUK, KOTOPBIX (popMupyeTcs 3 nHQopManuu o Tede B MHTEPHETE.

TBoe wmecTO JKHUTEJIbCTBA, y‘-Ie6bI, TBOE (l)I/IHaHCOBOG IIOJIOZKEHHE, 0COOEHHOCTHU
XapaKTepa U paCcCKa3bl O OJIMBKHUX - BCE DTO HAKAILJIMBAETCS B CETH.

MHoOTrHe IOIPOCTKHU JIETKOMBICJIEHHO OTHOCSTCSA K ITyOJIUKAIIUY JIHYHOH HHGOPMAIIUH B
VIHTepHeTe, He IOHUMasT BO3MOKHBIX TIOCJIe/ICTBUM. ThI 1akKe He CMOKEIIb JI0TalaThCsl
0 ToM, uTo ororpadusi, pazMelleHHas 5 JIeT Ha3aJl, CTajla IPUUYNHON 0TKa3a MPUHSITH
Tebs1 Ha paboTy.

KomMeHTapuu, pasmelneHrue TBOuX ¢oTorpaduili W Apyrue JIeHCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke I0CJIe TOTO, KaK Thl MX yAaIUIb. Thl HE 3HAEIIb, KTO COXPAHUI 3TY
nHpoOpManuio, Iomajaa JU OHA B MOWCKOBBIE CHCTEMBI UM COXpPaHWIACh JIU OHA, a
[JIABHOE: UTO MOJyMalT O Tebe OKpYy»Karolee JIIOAU, KOTOpPble HAWIYT U YBUJAAT 3TO.
HavitTi nuadopManumo MHOTO JIET CIICTs CMOKET JIF0O0U - KaK U3 TO0OPBIX MOOYKAEHUH,
TaK ¥ C HAMepeHUEeM IPUUNHUTH BpPe/. ITO MOKET OBITh KTO YTOHO.

OcHOBHBIE COBETHI I10 3aIuTe HU(GPOBOU peryTaIuu:

1. [Togymai, mpexze uem 4TO-TO MyOJIMKOBATh U TepefaBaTh y ceds B OJiore Wid B
COITMAJIbHOHU CETH;

2. B Hacrpoiikax npodusis ycTaHOBU OTPaHUYEHUA Ha IPOCMOTP TBOEro Npoduss U ero
COJIEP>KMMOTO, C/IeIal €T0 TOJBKO «JJIs Ipy3eii»;

3. He pasmernaii u He yKasbpiBaii HH(GOPMAIUIO, KOTOPas MOKET KOT0-JI100 OCKOPOJISThH
WIN O0OU¥KATh.

Aemopckoe npago

CoBpeMeHHbIE IIIKOJIBHUKU- AaKTHBHBIE I10JIb30BATEIN IM(GPOBOTO IIPOCTPAHCTBA.
OnHako [ajJleko He BCe B3HAIOT, YTO II0JIb30BaHWE MHOTUMH BO3MOKHOCTAMU
g poBoro Mmupa TpedyeT coOJII0eH s ITPaB Ha HHTEJIEKTyaIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTeJUIEKTyaIbHAsE COOCTBEHHOCTb» OTHOCUTCS K Pa3IMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAUMHAsA C HOBBIX H300peTEHWH U 3HAKOB, 0003HAUYAIOIINX
COOCTBEHHOCTh Ha MPOAYKTHI U YCJIYTH, U 3aKaHUMBasg KHUTaMU, (otorpadusamu,
KUHODUIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKUeE IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYaAJIbHYI0O COOCTBEHHOCTh Ha IIPOU3BeJeHUA
HAyKH, JIUTEPATypbl U UCKyCCTBA. ABTOpPCKHE IpaBa BBICTYNAIOT B KauecTBe rapaHTUH
TOTO, YTO UHTEJIJIEKTYaIbHBIN/TBOPUECKUU TPY/I aBTOPA He OyAEeT HAIIPACHBIM, JIACT EMY
CIIpaBe/IUBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaxXx CBOEro TPYyAa, IMOJIYUYUTHh
HU3BECTHOCTH U Npu3HaHue. HUKTO 6e3 pa3peleHus aBTopa He MOKET BOCIIPOU3BOJIUTH
€ro TMpOU3BEJeHHE, PaCIPOCTPAHATh, IIyOJUYHO JE€MOHCTPUPOBATh, IIPOJIABaTh,
UMIIOPTUPOBATh, MyCKaTh B MPOKAT, IMyOJUYHO HUCIOJIHATH, IIOKA3bIBATh/UCIIOJHATH B
adupe uim pa3meiars B IHTepHeTe.

Hcnosnp3oBaHUe «MHPATCKOTO» IPOrPaMMHOr0 o0eclleueHUs MOKeT IIPUBECTU K
MHOTUM pUCKaM: OT IMOTe€pPU JAHHBIX K TBOUM aKKayHTaM [0 OJIOKUPOBKH TBOETO



YCTpOfICTBa, rae YCTaHOBHeHHbeI He JieraJibHad IIporpamMmMa. He crout Takxe Ba6I>IBaTb,
YTO CYIIECTBYET JIETaJIbHbIE OecIIaTHbIE IIporpaMmbl, KOTOPbI€ MOZKHO HaKWTH B CETH.

O noprase

Cemesuuoxk.pg - TBOU IJIaBHBIH COBETUYHK B CETH. 3J/IECh Thl MOJKEIb Y3HAThb O
0e30TIaCHOCT B CETH IOHATHBIM M JOCTYIIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTUYECKON CHUTyallid OOpaTUTHCS 34 COBETOM. A TakKe NPHUHATH y4yacTHe B
KOHKYpPCaX ¥ CTaTh CAaMbIM IIU(PPOBBIM IrpakIaHUHOM !

ITpunoxenue N 3

ITamaTka a1 poauresed 06 nHPOPMAITMOHHOH 0€30MacCHOCTH
nereu

Ompenenenve TepMuHA «HHMOPMAIMOHHAA OE30TAaCHOCTh JEeTel» COAEPIKUTCS B
DenepanpHoM 3akoHe N2 436-O3 «O 3ammuTte Aetell oT nHGOPMAIUN, TPUUNHAIONIEHN
BpeJl X 37I0POBBIO U Pa3BUTHUIO», PETYJINPYIOLIUM OTHOIIIEHUs, CBA3aHHbIE C 3aIIUTON
neteil oT uHbOpPMAIUM, NPUYUHAIIEH Bpel HX 370pOBbI0 U (WIH) Pa3BUTHUIO.
CoryiacHO JaHHOMY 3aKOHY «HWH(MOpMAIMOHHASA 6€30I1aCHOCTD JIETEN» - ITO COCTOSTHUE
3aAIUIIEHHOCTH, NHPHU KOTOPOM OTCYTCTBYeT PHUCK, CBSA3aHHBIM € IPUUYNHEHHUEM
nHdopmanmel Bpefia ux 3J0pOBbI0 U (Win) PprU3nIeckoMy, ICUXUIECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHUIO.

B cuny ®enepasbHoro 3akoHa NO 436-®3 wHbopmarued, NPUYUHSIONEA Bpe
3710POBBIO U (MJIN) PA3BUTHIO JIETEH, SABIISIETCS:

1. uHDOpMAaIUA, 3aIpelleHHas 11 paCIIPOCTPaHEHUs CPET JIETEH;

2. uHGOpManuA, pacIpocTpaHeHNe KOTOPON OrpaHUYEHO CpeJiu JieTell OIpesiesIeHHbIX
BO3PACTHBIX KaTerOpHUi.

3. K uadopmanmu, 3anperieHHOH JJ1si paCIIPOCTPAHEHUs CPeU JeTel, OTHOCUTC:

4. nadopmanus, MoOykaatomas JeTell K COBEPIIEHUI0 JEHUCTBUM, MPEACTaBIISIONINX
yIpO3y WX JKU3HU W (WIH) 3/I0pPOBBIO, B T.4. IPUYUHEHHUIO BpeJla CBOEMY 370POBBIO,
CaMOYyOHHCTBY;

5. CIIOCOOHOCTH BBI3BATh Y JIeTel »KeJaHUe yIOTPeOUTh HAPKOTHYECKHUE CPEJICTBA,
IICUXOTPOITHbIe U (WIM) OJlypMaHHUBAIOIINE BeIllecTBa, TabayHble W3AENHA,
AJIKOTOJIBHYIO U CITHPTOCOAEPIKAIIYIO IIPOIYKITUIO, IIMBO M HAIIUTKU, U3rOTaBJIMBaeMbIe
Ha €ro OCHOBe; INPHUHATH yJacTHEe B a3apTHBIX UrpaxX, 3aHUMATbCS ITPOCTUTYIIHEU,
OpOASKHIUYECTBOM WJIM IIOITPOIIAHUYECTBOM;

6. 00OCHOBBIBAWOIIAsI WJIM OIPaBAbIBAIONIAs JOMYCTUMOCTh Hacuiausa u (wim)
JKECTOKOCTU JUO0 TOOYK/AIoIas OCYIIEeCTB/IATh HACUJIbCTBEHHbBIE JIEHUCTBUS TIO
OTHOIIIEHHUIO K JIIOJSIM U KUBOTHBIM;

7. OTPHUIIAIONIAs ceMerHble EHHOCTH U (POPMUPYIOIAs HEYyBAKEHUE K POJUTENAM U
(wm) ApyruM 4eHaM CEMbH;

8. ompaBppIBatoIIas IPOTUBOIIPABHOE MMOBE/IEHUE;

9. cozieprKalasi HelleH3ypHYIo OpaHb;
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10. cojiepkaras ”HGOPMAIIHIO TOPHOTPAdUUECKOro XapaKTepa.

K nadopmanuu, pacnpocTpaHeHre KOTOPOU OTPAaHUYEHO CPeJU JieTell onpesieIeHHOTO
BO3pAacTa, OTHOCUTCA:

1. uHopMaIus, mpejcTaBpasgeMas B BuJe U300payKeHUs] WJIN OMKUCAHUS YKECTOKOCTH,
¢pusmueckoro wu (WIM) TICUXWUYECKOTO HACHWJIIHA, TMPECTYIUVIEHUS WIH HWHOTO
aHTHOOIIECTBEHHOIO eHCTBUA;

2. BBI3BIBAIOIIAA y JleTel CTpaX, y:Kac WiIM MaHHUKYy, B T.4. IpeJicTaBjseMas B BHUJE
U300pakKeHusl WU OIMCAHUA B YHIKAWOIEH 4YeJIOBeuecKoe JIOCTOMHCTBO dopme
HEHACWIbCTBEHHOU CMePTH, 3a00JIeBaHNsA, CAMOYOUICTBA, HECUACTHOTO CJIydasi, aBapUN
WA KaTacTPO(dHbI U (MIIM) UX MTOCIIE/ICTBUM;

3. TIpeJicTaBysieMas B BUJIe N300pa*keHUsI UJIM ONTMCAHUS TIOJIOBBIX OTHOIIEHUH MEXKIY
MY>KUYUHOU U KEHIITUHOU;

4. coziepkalnas Opa"HHbIe cJI0Ba U BbIPaXKeHUA, He OTHOCAIHecs K HelleH3ypHOU OpaHu.

C yueroMm sTOorO Bam mpezararorcs mpaBusia paboThl B ceTu VIHTEPHET 18 Pa3TUUHBIX
BO3PACTHBIX KaTeropui, cobJtIozieHe KOTOPBIX TIO3BOJIUT obecrieunThb
“HOpMaIMOHHYI0 6€30ITaCHOCTD BAIIIUX JI€TEM.

Oowue npasuna 0aa podumeaeil

1. HesaBucumo oT Bo3pacra pebeHKa HCIOJB3YyHTEe IIporpaMMHOe obecliedeHue,
rmoMoratoiee (GUIbTPOBaTh W KOHTPOJIMPOBATh WH@OpPMAIMIO, HO HeE IoJiaraiTech
ITOJTHOCTBIO Ha Hero. Baile BHUMaHUe K peOeHKY - IJTaBHBIA METO/T 3aIlIUTHI.

2. Ecytn Baimn pebeHOK MMeeT akKayHT Ha OJTHOM U3 COUaATbHBIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMATeJbHO HU3y4YHUTE, KAKYID WH(GOPMAIUIO
IIOMEIIAIOT €r0 YYaCTHHUKU B CBOUX Npopwisax u Osorax, BKIOUas Qororpadpum u
BH/IEO.

3. IIpoBephbTe, ¢ KaKUMHU APYTHMH CaTaMH CBs3aH COIIMAJBHBIA cepBHC Bariero
pebenka. CrpaHuuku Bamero pebeHKa MOryT OBITH 0€30IIaCHBIMH, HO MOTYT H
COZIEP?KATh CCHUIKUA Ha HeKeJlaTeJIbHbIE U ONaCHbIE CAHThI (HapuMep, TOPHOCAKUT, UJITH
CalT, HA KOTOPOM JIpyT YIIOMHUHAeT HOMEP COTOBOTO TesjedoHa Barero pebenka wim
Bamr qomarntHuii agpec)

4. IToompsiitTe Bamux mereit coob1aTh 000 BCEM CTPAaHHOM WJIM OTTAJIKUBAIOIIUM U HE
CJTUIIIKOM OCTPO pearupyuTe, KOT/Ia OHU TO JIe1aloT (13-3a OMaceHus MOTEPAThH JIOCTYII
K VHTepHeTy JeTH He TOBOPAT POJUTENSAM O MpobjieMax, a TaKKe MOTYT HadaTh
HCII0JIb30BaTh VIHTEpHET BHE JI0Ma U IITKOJIBI).

5. Bynbre B Kypce ceTeBol *ku3Hu Bamiero pebenka. VIHTepecyiiTech, KTO UX APY3bs B
VHTEpHET TaK ke, KaK NHTePeCyeTeCh peaIbHBIMU JPY3bsIMU.

Boapacm om 7 do 8 aem

B HTepHeTE pebeHOK CcTapaeTcsl MMOCETUTh Te WJIM WHbBIE CAUTHI, a BO3MOXKHO U YaThl,
paspelieHre Ha IOCelleHHe KOTOPBIX OH He MoJydus Obl OT poxurtesnei. ITostomy
poauTesiiM OCOOEHHO TOJIE3HBI OyAyT Te OTYEThl, KOTOpble IMPeIOCTABIAIOTCS
IporpaMMaMiu [0 OTPAaHHUUYEHUI0 WCHOJb30BaHUs VHTepHeTa, T. e. Poauresbckuii
KOHTPOJIb WJIH TO, UTO BBl CMOJKETE YBUJETh BO BpeMeHHBIX (paiyiax. B pesysnbrare, y



pebeHKa He OyeT OIIyIIeHUs, YTO 3a HUM BeJIETCA IOCTOSHHBIH KOHTPOJIb, OJTHAKO,
poauTenn OyAyT IMO-TIPEXKHEMY 3HaTh, KaKHe CAaUThI IocelaerT ux pebeHok. [letu B
JAHHOM BO3pacTe 00J1aJJal0T CHJIBHBIM YYBCTBOM CEMbH, OHU JIOBEPUMBBI U He
COMHeBalTcs B aBToputerax. OHU JII00AT UTPATh B CETEBBIE UTPHI U IIyTENIECTBOBATH 10
VHTEepHETY, WCIOJIb3ysA BJIEKTPOHHYIO IIOUTY, 3aXOAUTh HAa CalThl W YaThl, He
pEeKOMEeH/I0BaHHbIE POJUTEISIMU.

Cogemuwt no 6e3zonacHocmu 8 cemu Humepuem das demeit 7-8 aem

1. Co3paiiTe CIMCOK JOMAIIHUX MPaBUWJI IocelleHus: VIHTepHeTa IpU yJacTHU JeTel U
TpeOy¥iiTe ero BHITIOTHEHUS.

2. Tpebyiite oT Bamiero pebeHka coOJroieHUs1 BpEMEHHBIX HOPM HaXOXKJIEHUs 3a
koMnbOTEpOM. [lokakuTe pebeHKy, uTo Bbl Habs0MaeTe 3a HUM He TIOTOMY 4TO Bam
3TO XOYeTcs, a MOTOMY UTO Bl OecriokouTech 0 ero 6e30MacHOCTH U BCer/ia TOTOBHI €My
IIOMOYb.

3. KommproTep ¢ moaxiroueHueM Kk MIHTEPHETY /IOJI?KEH HAXOUThCS B OOIIEH KOMHATe
IO/l IPUCMOTPOM POJIUTENIEN.

4. HCHOJ’IBSYIZTG Cliequa/ibHbI€ AETCKHE IIOMCKOBBIE€ MAallTMHBI.

5. I/ICHOHBBYﬁTe CpeACTBa 6JIOKI/IpOBaHI/IH HeXelaTeJIbHOT'O KOHTEHTAa KaK JOIIOJIHEHHE
K CTAaHAaPTHOMY PO,III/ITe)IbCKOMy KOHTPOJIIO.

6. CozmaiiTe ceMeHHBIH 3JIEKTPOHHBIA SAIMUK, YTOOBI HE IIO3BOJIUTH JIETSIM HMETh
cobCcTBEHHEBIE ajipeca.

7. B)IOKI/IPYI;)ITG AOCTYII K caiitaM ¢ OecIJIaTHBIMH HOYTOBBIMU AMWKaMH1 C IIOMOIIIbIO
COOTBETCTBYIOIIETO ITPOTPaMMHOTI'O obecrieueHus.

8. Ilpuyuure gereii coBeTOBaThCsA ¢ Bamu Tmepes; OmMyOJIMKOBaHHEM KaKOH-THOO
“HDOpMaNU CpeACTBAMU 3JIEKTPOHHOUN IIOYTHI, YAaTOB, PETHCTPAIIMOHHBIX (HOPM U
npoduien.

9. Hayumre pmereifi He 3arpy:kaThb ailibl, MpOrpaMMbl WIN MYy3BIKy 0Oe3 Ballero
COTJIacHS.

10. He paspemaiite [eTssM HCIIOJb30BaTh CIOY>KObI MTIHOBEHHOTO oOMeHa
COOOIIEeHHUAMU.

11. B «besplii» COIHUCOK CAalTOB, pa3pelleHHBIX /1A OCeIeHNsl, BHOCUTE TOJIBKO CAUTHI C
XOPOIIIeH peryTaruen.

12. He 3a0bIBaliTe OeceZioBaTh C IeTbMU 00 UX JIpy3bsax B VIHTepHeTe, Kak ecjiu Obl peub
IIJIa O JIPY3bsIX B PEATIbHOU KU3HH.

13. He genaiite «Taby» 13 BOIIPOCOB MOJIOBOM KU3HU, TaK Kak B MIHTepHETE JIeTH MOTYT
JIETKO HATKHYThCSA Ha TOPHOTPadUI0 UM CAUTHI «/IJI1 B3POCIIBIX».

14. Ilpuyuurte Barmero pebGeHka cooOIIaTh BaM O JOOBIX Yrpo3ax WU TPEBOTax,
cBsA3aHHBIX ¢ IHTepHeTOM. OCTaBaTECh CIIOKOMHBIMU U HAIOMHHUTE JIETSIM, UTO OHU B
0e30macHOCTH, €CJIM CaMU paccKasajd BaM O CBOMX TpeBorax. lloxBajiuTe HX U
IIOCOBETYHTE MOJIONTH ellle pa3 B MIOJA00HBIX CITydasiX.



Boapacm demeit om 9 0o 12 arem

B manHOM BO3pacre JeTH, KaK MPaBUJIO, y:Ke HACBIIIAHBI O TOM, Kakas WH(MOpMAaIs
cymectByer B MuTepHere. COBEpIIEHHO HOPMAaJIbHO, YTO OHH XOTAT 3TO YBHJETH,
MPOYECTh, YCIBIMATh. IIpU 3TOM HYXKHO MOMHHUTH, YTO JIOCTYIl K HeEXKeJIaTeJTbHBIM
MaTepruajiaM MOJKHO JIeTKO 3a0JIOKHpOBaTh MPH IOMOINM CPEACTB PoauTETbCKOTO
KOHTPOJIA.

Cosemut no 6e3onacHocmu 04a demeit om 9 do 12 aem

1. Co3zialiTe CIIMCOK JIOMAITHUX IIPaBWI MocellleHus HTepHET MpHU y4yacTUU JieTel u
TpeOyiiTe ero BHITIOJTHEHUA.

2. TpeOyiiTe oT Bamrero pebeHka coOII0IeHUA HOPM HaXO0XK/IEHUS 32 KOMITBIOTEPOM.

3. Habirogaiite 3a pebeHKOM Ipu paboTe 3a KOMIIBIOTEPOM, IMOKAKUTE €My, UTO BbI
0OeCIIOKOUTECH O €r0 OE30IIACHOCTH U BCET/IA TOTOBHI OKa3aTh €My IIOMOIITb.

4. Komnbiorep ¢ mosiktoueHreM B IHTepHET JIO/KEH HAXOJIUTHCS B OOINEH KOMHATe
10/l IPUCMOTPOM POJIUTETIEN.

5. Ucnosb3yiiTe cpefcTBa 6JIOKUPOBAHUSA HEXKEIATEIbHOTO KOHTEHTA KaK JIONIOJTHEHNE
K CTaH/IaPTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

6. He 3a0bIBaiiTe MpUHUMATh HEMIOCPEACTBEHHOE YUacTHe B JKU3HHU pebeHKa bece/0BaTh
¢ meTbMU 00 UX Apy3bsax B IHTepHeTe.

7. HacrauBaiiTe, 4TOOBI /IeTH HUKOT/IA HE COTJIAIIAINCH HAa JIMYHBIE BCTPEUH C APY3bIMH
o urepHerty.

8. Ilo3BossiiTe A€TAM 3aXOAUTb TOJIBKO Ha CauThl U3 «0Oeyoro» CITKMCKa, KOTOprﬁ
COSI[afITe BMeCTe C HUMMU.

9. Ilpuyuurte pereli HUKOIZIAa HE BbIIABaTh JIMYHYI0O HHQOpMaLUIO CpeACTBaMH
BJIEKTPOHHOU IIOYTBHI, YAaTOB, CHCTEeM MTHOBEHHOro oOOMeHa COOOIIeHUsAMH,
pervcTpanioHHBIX (OpPM, JIMYHBIX Npoduaed U NPU PEerucTpaluid Ha KOHKYPCHI B
HNuTepHere.

10. IIpuyunTte nereil He 3arpyaTh MporpaMmbl 6e3 Barero paspemrenusi. OGbsCHUTE
UM, 4YTO OHH MOTYT CJIyYallHO 3arpy3uTh BHUDPYChl HJIU JPYroe HeXKeIaTeTbHOe
IporpaMMHOe obecIleueHue.

11. Cospatite Bamemy peGeHKy OTrpaHUYEHHYIO YUYeTHYI0 3aluch Jisi paboThl Ha
KOMIIBIOTEDE.

12. IIpuyumre Bamero pebeHka cooOIaTh BaM O JIIOOBIX Yrpo3ax WM TPEBOTAX,
cBsI3aHHBIX ¢ MHTEepHeTOM. HamoMHuTE METAM, YTO OHU B 0E30ITACHOCTH, €CJIU CAMU
pacckKazajii BaM O CBOMIX TPEBOTAaX U OIIACEHUSX.

13. Pacckaxure fietsim o nopHorpaguu B UHTEepHEeTE.

14. HacrauBaiiTe Ha TOM, YTOOBI A€TU TIIPEAOCTABJIAIA BaM JOCTYII K cBOeM
SJIeKTpOHHOﬁ Imoyre, 4TOOBI BBI Y6e,III/IJII/ICI), YTO OHHU HE O6IIIaIOTCH C HE3HAaKOMIJaMH.

15. OOBsACHUTE JeTsIM, UTO HeJb3s WCIOJb30BaTh CETh ISl XyJIMTAHCTBA,
pacrpocTpaHeHUs CIJIETEH WU YTPO3.



Boapacm demeit om 13 0o 17 aem

B sTOM BO3pacTe mMOAPOCTKH AaKTUBHO HCHOJIb3YIOT IMOMCKOBBIE MAIIUHBI, TTOJIB3YIOTCS
9JIEKTPOHHOU IIOYUTOU, COyKOaMH MTHOBEHHOTO OOMEHa COOOIIEHHSAMM, CKAauHBAIOT
MYy3BbIKy B GUIbMBI. MasbuuKaM B 3TOM Bo3pacre OoJibIlle IO HPABY CMETaTh BCE
OTPpAaHUYEHUs, OHHU IKAKAYT TpyOdOro 0OMOpa, as3apTHBIX WIP, KAPTUHOK «JJIs
B3pOC/IBbIX». JIeBOUKHU TIPEIIOYUTAIOT OOIAaThCs B UaTaX, IPH 3TOM OHU ropasjio 6osiee
YyBCTBUTEJILHBI K CEKCYaJIbHBIM JIOMOTaTeIbcTBaM B IHTepHeTe.

3aJacryio B JAHHOM BO3pacTe POAUTENIAM y:Ke BeCbMa CJIO?KHO KOHTPOJIIPOBAThH CBOUX
neTel, Tak kKak 00 MIHTepHeTe OHU y»Ke 3HAIOT 3HAUUTEIHLHO OOJIbIIE CBOUX POJIUTENIEN.
Tem He MeHee, He OTIIyCKalTe JeTed B «CBOOOJHOEe IUIaBaHWe» 10 IHTepHeTy.
CrapaiiTech aKTUBHO y4acTBOBaTh B 00IIleHNU pebeHKa B IHTepHeTe.

BaxkHO moO-TIpexkHEMY CTpOro coOiofaTh TpaBwiaa VIHTepHeT-6€30macHOCTH -
corJiallieHre MeXKIy POJIUTENSAMUA U JeTbMu. Kpome Toro, HE0OXOAWMO KaK MOXKHO
yalle IpoCMaTPUBATh OTUETHI O JIesITeIbHOCTH JieTell B VIHTepHeTe. CielyeT o6paTUTh
BHUMaHUEe Ha HeOOXOJUMOCTb COJIEPKAHUsS POJIUTENIbCKUX TapoJied (maposieit
aIMUHUCTPATOPOB) B CTPOTOM CeKpeTe M OOpaTWTh BHHUMAaHHE Ha CTPOTOCTb 3THX
mapoJien.

Cosemwt no 6e3onacHoCcCMuU 8 3MOM 8o3pacme om 13 0o 17 aem

1. CozpalTe CIHCOK JIOMAIIHUX IIPaBWJI TocelleHus IVHTepHeTa IIpU ydYacTUH
IIOJIDOCTKOB M TpebyliTe 0Oe3ycsIOBHOTO ero BbImoiHeHusA. OOroBopure ¢ pebEHKOM
CIIFICOK 3ampelleHHbIX CaUuTOB («4YepHBIH CIHCOK»), Yachkl paboTbl B IHTepHere,
PYKOBOJICTBO 1O O0IIIeHUI0 B VIHTEpHETE (B TOM YHCJIE B YaTax).

2. KOMHI)IOTep C IIOAK/JIIOYEHHEM K CE€TU I/IHTepHeT AOJI2KEH HaXOJAUTbCA B O6H.I€ﬁ
KOMHaArTe.

3. He 3abniBaiiTe OecetoBath C leTbMH 00 UX JIpy3bsX B MIHTepHeTe, 0 TOM, YeM OHU
3aHATHI TAKUM 00pa3oM, OyATO peub UAET O APY3bIX B peasbHOU ku3HU. CpamninuBaiite
0 JIIOAAX, C KOTOPBIMHU JEeTU OOIIAIOTCA MOCPEACTBOM CIy>KO MTIHOBEHHOTO OOMeHa
COODIIEHUSMU, UTOOBI YOETUTHCSI, UTO STU JIIOU UM 3HAKOMBI.

4. Vcnionp3yliTe cpezicTBa 0JIOKMPOBaHUSA HeKeJlaTeJIbHOTO KOHTEeHTA KaK JI0NOoJIHeHue
K CTaH/IaPTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

5. HeobOxomumo B3HaTh, KakKMMH 4YaTaMH TMOJb3yIOTcA Bamu petu. I[loompsiite
HCIOJIb30BaHUE MOJEPHPYEMBIX YaTOB M HacTawmBaWTe, YTOOBI JIeTH HEe OOIaIHCh B
MIPUBAaTHOM PEKHME.

6. HacrausaiiTe Ha TOM, YTOOBI JIeTU HUKOTI/IA HE BCTPEUAINCH JINYHO C JIPY3bAMU U3
cetu llHTEpHeT.

7. IlpumyumTe pAeTedd He BBJIaBaTh CBOI JIMYHYI0 WH(OPMANHIO CpefCcTBaMU
9JIEKTPOHHOW TIOYTHI, YaTOB, CHCTEM MTIHOBEHHOTO OOMeHa COOOIIEeHUsIMU,
perucCTpanioOHHbIX (OPM, JUYHBIX TPOPUIEd W IPU PETHUCTPAIMN HA KOHKYDPCHI B
HNuTepHere.

8. IIpuyuute aetell He 3arpy:kaThb mporpamMMbl 6e3 Barero paspernenus. O6bsicHUTE
MM, 4YTO OHH MOTYT CJIy4allHO 3arpy3uThb BHUDPYChl HWJIN JPYroe HeXKeaaTeJIbHOe
IIporpaMMHOe o0ecIrieueHue.



9. Ilpuyuure Bamiero peGeHka cooOmaTh BaM O JIIOOBIX Yrpo3ax WA TpPEBOrax,
cBsA3aHHBIX ¢ VIHTepHeToM. HamomHuTe /1eTAM, YTO OHU B 0€30IIaCHOCTH, €CJIM CaMU
pacckazajii BaM, O CBOHMX Yrpo3aX WIM TpeBorax. [loXBajiuTe WX U IIOCOBETYHTE
MIOZIOUTH elle pa3 B MO/I00HBIX CIyYasX.

10. Pacckaxkure JieTAM 0O l'IOpHOI‘pa(l)I/II/I B I/IHTepHeTe. ITomorute UM 3alUTUTHCA OT
criama. Haqu/ITe IIOAPOCTKOB H€ BblZlaBaTb B I/IHTepHeTe CBOEro peajibHOro
JJIEKTPOHHOTO azjpeca, HE€ OTB€YATb HaA HEXEJIAaTC/JIbHbIC IIHMCbMa HW HCIIOJIb30BaTb
CliequaJIbHbIE€ IIOYTOBbIE (bHJIprbI.

11. [Ipuyuunre cebs1 3HAKOMUTBHCA C CATaMU, KOTOPbIe OCEMIAIOT OAPOCTKU.

12. Haqu/ITe I[eTefI YBaXaTb APYI'UX B UHTEPHETE. y6eI[I/ITeCI), YTO OHH 3HAIOT O TOM, UTO
IIpaBHJIa XOPOIIEro IMIOBEACHUA Z[eﬁCTBYIOT Be3ae — JaXKe B BUPTYAJIbHOM MHDpeE.

13. OObBsICHUTE JIeTSIM, YTO HH B KOEM CJIyuyae HeJb3s HCIOJIb30BaTh CeTh A
XyJIUTAHCTBA, PACIIPOCTPAHEHUS CIUIETEH WJIHU YTPO3 APYTHUM JIIOSM.

14. O6CYI[I/IT6 C IIOAPOCTKaMHU l'IpO6)IeMI>I CETEBbIX Aa3apPTHBIX UI'D U HUX BO3MOXKHBIHN
PHUCK. HaHOMHI/ITe, YTO AETHU HE MOTYT UT'PAThb B 3TH UTPbI COTJIACHO 3aKOHY.

[ToCcTOSTHHO KOHTPOJIUPYHTE HCIONIb30BaHUe HHTepHeTa Bamum pebenkom! I9To He
HapyIIeHHe ero JIMYHOTO IPOCTPAHCTBA, a Mepa IPEeJOCTOPOKHOCTH U IPOSIBJIEHHE
Bareii poauTesIbCKON OTBETCTBEHHOCTH U 3a00THI.

© MaTtepwuan n3 CnpaBoyHon cucteMbl «Ob6pasoBaHme»
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[ata konuposaHus: 30.05.2018



	О направлении информации
	МИНИСТЕРСТВО ОБРАЗОВАНИЯ И НАУКИ РОССИЙСКОЙ ФЕДЕРАЦИИ
	ПИСЬМО
	от 14 мая 2018 года № 08-1184
	О направлении информации
	Методические рекомендации о размещении на информационных стендах, официальных интернет-сайтах и других информационных ресурсах общеобразовательных организаций и органов, осуществляющих управление в сфере образования, информации о безопасном поведении ...
	Памятка для обучающихся об информационной безопасности детей
	Информационная памятка для обучающихся для размещения на официальных Интернет-ресурсах
	Памятка для родителей об информационной безопасности детей


